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QUESTION 1

FortiAnalyzer uses the Optimized Fabric Transfer Protocok (OFTP) over SSL for what purpose? 

A. To upload logs to an SFTP server 

B. To prevent log modification during backup 

C. To send an identical set of logs to a second logging server 

D. To encrypt log communication between devices 

Correct Answer: D 

 

QUESTION 2

What statements are true regarding the "store and upload" log transfer option between FortiAnalyzer and FortiGate?
(Choose three.) 

A. All FortiGates can send logs to FortiAnalyzer using the store and upload option. 

B. Only FortiGate models with hard disks can send logs to FortiAnalyzer using the store and upload option. 

C. Both secure communications methods (SSL and IPsec) allow the store and upload option. 

D. Disk logging is enabled on the FortiGate through the CLI only. 

E. Disk logging is enabled by default on the FortiGate. 

Correct Answer: BCD 

 

QUESTION 3

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a
hostname. 

How can you resolve the source and destination IP addresses, without introducing any additional performance impact to
FortiAnalyzer? 

A. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve 

B. Configure # set resolve-ip enable in the system FortiView settings 

C. Configure local DNS servers on FortiAnalyzer 

D. Resolve IP addresses on FortiGate 

Correct Answer: B 

Reference: https://forum.fortinet.com/tm.aspx?m=156950 
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QUESTION 4

Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer? 

A. To properly correlate logs 

B. To use real-time forwarding 

C. To resolve host names 

D. To improve DNS response times 

Correct Answer: A 

 

QUESTION 5

What is the main purpose of using an NTP server on FortiAnalyzer and all of its registered devices? 

A. Log correlation 

B. Host name resolution 

C. Log collection 

D. Real-time forwarding 

Correct Answer: D 
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