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QUESTION 1

For proper log correlation between the logging devices and FortiAnalyzer, FortiAnalyzer and all registered devices
should:

A. Use DNS

B. Use host name resolution
C. Use real-time forwarding
D. Use an NTP server

Correct Answer: D

QUESTION 2

View the exhibit.

Total Quota Summary:
Total Quota Allocated Available Allocate%
©3.7GB 12.7GB 51.0GB 19.9%

System Storage Summary:
Used Available
2.9GB 75.9GB

Reserved space: 15.0GB (19.0% of total space).

Why is the total quota less than the total system storage?
A. 3.6% of the system storage is already being used.

B. Some space is reserved for system use, such as storage of compression files, upload files, and temporary report
files

C. The oftpd process has not archived the logs yet
D. The logfiled process is just estimating the total quota

Correct Answer: B

QUESTION 3
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In order for FortiAnalyzer to collect logs from a FortiGate device, what configuration is required? (Choose two.)

A. Remote logging must be enabled on FortiGate

B. Log encryption must be enabled

C. ADOMs must be enabled

D. FortiGate must be registered with FortiAnalyzer

Correct Answer: AD

Pg 70: "after you add and register a FortiGate device with the FortiAnalyzer unit, you must also ensure that the
FortiGate device is configured to send logs to the FortiAnalyzer unit."
https://docs.fortinet.com/uploaded/files/4614/FortiAnalyzer-5.4.6-Administration%20Guide.pdf Pg 45: "ADOMs must be

enabled to support the logging and reporting of NON- FORTIGATE devices, such as FortiCarrier, FortiClientEMS,
FortiMail, FortiWeb, FortiCache, and FortiSandbox."

QUESTION 4

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with IPsec?
(Choose two.)

A. Must configure the FortiAnalyzer end of the tunnel only--the FortiGate end is auto- negotiated.
B. Must establish an IPsec tunnel ID and pre-shared key.

C. IPsec cannot be enabled if SSL is enabled as well.

D. IPsec is only enabled through the CLI on FortiAnalyzer.

Correct Answer: C

QUESTION 5

How are logs forwarded when FortiAnalyzer is using aggregation mode?

A. Logs are forwarded as they are received and content files are uploaded at a scheduled time.
B. Logs and content files are stored and uploaded at a scheduled time.

C. Logs are forwarded as they are received.

D. Logs and content files are forwarded as they are received.

Correct Answer: B
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