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QUESTION 1

Refer to the exhibits.

APPLICATIONS
Al - bad MarkAs ¥ T Deite (% sodfy Acton | Advanced Fer [ Expont w
APPLICATION VENDOR REPUTATION VULNERABILITY
=] ) FileZila Signed Tim Kosse Unknown Unknown
Z) 3.50.0 Unknown Unknown
- ! FileZilla Signed FileZilla Project Unknown Unknown
COLLECTOR GROUP NAME DEVICE NAME

3 High Securty Collector Group
(1)

o an (1/1)
C8092231196

Detault Collector Group
(0/D)
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APPLICATION DETAILS

Policies
Pobcy Action
[E] Defaut Communication Control ... momnner ' Allow  According o policy

E] Servers Policy PIRATINET =+| Deny Accoiding 1o policy
(& Fmance Policy «|Deny  Manvally

B simutation Communication Control Palicy oo Aw  Accordingd policy
@ Isolation Policy FrmmINET | Deny  Accoiding lo policy

ASSIGNED COLLECTOR GROUPS
Finance Policy

ﬂ Unassgn OIoup

The exhibits show application policy logs and application details Collector C8092231196 is a member of the Finance
group What must an administrator do to block the FileZilia application?

A. Deny application in Finance policy

B. Assign Finance policy to DBA group

C. Assign Finance policy to Default Collector Group

D. Assign Simulation Communication Control Policy to DBA group

Correct Answer: B

QUESTION 2
Refer to the exhibit.

The exhibit shows an event viewer.
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w Al D DEVICE PROCESS

Payroll Managerexe (3 events)

r 9715 @ cwinserv-32 [ Payroll Manager.exe

b EE User CWINSERV-32\Administralor  Cerlificale’ Unsigned  Process path:
F 9595 8 cwinserv-32 B Payroll Manager.exe
o B5TH @ cwinserv-32 B Payroll Manager.exe

CryploLocker2 exe (1 evenl)

CLASESIFICATION « DESTINATIONS RECENVED = LAST UPDATED
& Suspicious 25-Nov-2020, 06:09.07
& Suspicious 7412523520 25-Nov-2020, 06:09:.07 25-Nov-2020, 06:09.07 @

.InistralonDownloads'\Resources\TestFiles\Fake Malwara'Payioll Managerexe  Raw data items: 4

£ suspicious 7412523520  25-Nov-2020, 060743 25-Nov-2020, 060743 @
£ suspicious 7412523920  21-Sep-2020, 06.45.53 21-Sep-2020, 112111 @
£+ naicious 28-Sep-2020, 054635

What is true about the Payroll Manager.exe event?

A. An event has not been handled by a console admin

B. An event has been deleted

C. A rule assigned action is set to block but the policy is in simulation mode
D. An event has been handled by the communication control policy

Correct Answer: C

QUESTION 3

When installing a FortiEDR collector, why is a "Registration Password\\' for collectors needed?
A. To restrict installation and uninstallation of collectors

B. To verify Fortinet support request

C. To restrict access to the management console

D. To verify new group assignment
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Correct Answer: A

QUESTION 4

What is the purpose of the Threat Hunting feature?

A. Delete any file from any collector in the organization

B. Find and delete all instances of a known malicious file or hash in the organization
C. Identify all instances of a known malicious file or hash and notify affected users
D. Execute playbooks to isolate affected collectors in the organization

Correct Answer: B

"Threat hunting allows management console users to find and remediate dormant threats before they execute.
Essentially it\\'s a search and destroy operation.”

QUESTION 5

Which FortiEDR component must have JumpBox functionality to connect with FortiAnalyzer?
A. Collector

B. Core

C. Central manager

D. Aggregator

Correct Answer: B

You need an on premise CORE , with jump box functionality and valid API access, to Gate, Analyzer, NAC and or
Sandbox.
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