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QUESTION 1

Refer to the exhibits.
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DEVICE NAME LAST LOGGED os =]
- Windows Server 2016 =
e
CBOO2231106 1106 Admansiralor Standard Evaluiation 10 160 6 110
@ ert v Q
MAC ADDRESS VERSION STATE LAST SEEN
00-50-56-A1.32-81 00 4 10361 B Disconnecled Today

Bl Admimstrator Command Prompt

2 sinicre
administri

» Connections

Proto Local Ac . Foreign Address State
TCP 8.8.8.8: 9.8.8.0: LISTENING

TCP 8.0.0.0: 9.0.0.0: LISTENING
ce 0.0.0.0:5985 9.0.9.0:¢ LISTENING
TCP 8.0.0, 0.0.0.0:80 LISTENING
TCP 10.160.6.110:139 9.8.08.0: LISTENING
TCP 10.160.6.110:508853 10.160.6.100:8080 SYN_SENT

TCcP 172.16.9.19:139 9.0.0.0:0 LISTENING
TCP  172.16.9.19:49687 .177.165.30:¢ ESTABLISHED

The exhibits show the collector state and active connections. The collector is unable to connect to aggregator IP

address 10.160.6.100 using default port. Based on the netstat command output what must you do to resolve the
connectivity issue?
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A. Reinstall collector agent and use port 443
B. Reinstall collector agent and use port 8081
C. Reinstall collector agent and use port 555
D. Reinstall collector agent and use port 6514

Correct Answer: B

QUESTION 2

Which statement is true about the flow analyzer view in forensics?
A. It displays a graphic flow diagram.

B. Two events can be compared side-by-side.

C. It shows details about processes and sub processes.

D. The stack memory of a specific device can be retrieved

Correct Answer: A

QUESTION 3

Which two events can trigger FortiEDR NGAYV policy violations? (Choose two.)
A. When a malicious file attempts to communicate externally

B. When a malicious file is executed

C. When a malicious file is read

D. When a malicious file attempts to access data

Correct Answer: BC

NGAV reacts when a file is Saved, Read, or Executed Page 79 of the guide

QUESTION 4

Refer to the exhibit.
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[I] process creation

Summary e rmd.exe #++PING.EXE 14-Feb-2022 12:33
I ——
[=] status @ Running Internal P 10.122.0.160
RZR2-kmv63 Up time Gmin, Gsec
a 64
§ cmd.exe PID-8180 TID-8184 &
Path C:A\ Windows' System3 2\ cmd.exe
Executing use RZD2-KVM63 '\ fortinet
Product Microsofl &£ Windows §0perating System, v10.00.12041.746

SHAT F1EFEOFDDC1SGE4C61CSF7BASHETOOE4ETA84D55D

Process Creation

& -~ Gt
[ PINGEXE  PID-5764 © &
Path Gy Windows'\ System32\PING.EXE
Executing user RZD2-KVM63\fortinet
Parent Y Device\ HarddiskVeolume 2 Windows' System 32\ cmd.exe 1D-8180
_::_-.;.lju_“—_[- Microsofi® Windows §Operating System, v10.0.19041. 1
SHA1 OC13CB54A4FFO2B7OD0OCARR0EF67OB4C4ECCFS18
Command line fortinet.com

Based on the threat hunting event details shown in the exhibit, which two statements about the event are true? (Choose
two.)

A. The PING EXE process was blocked
B. The user fortinet has executed a ping command

C. The activity event is associated with the file action
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D. There are no MITRE details available for this event

Correct Answer: BD

QUESTION 5

Which connectors can you use for the FortiEDR automated incident response? (Choose two.)
A. FortiNAC

B. FortiGate

C. FortiSiem

D. FortiSandbox

Correct Answer: AB
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