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QUESTION 1

A company requires a global communication policy for a FortiEDR multi-tenant environment.

How can the administrator achieve this?

A. An administrator creates a new communication control policy and shares it with other organizations

B. A local administrator creates new a communication control policy and shares it with other organizations

C. A local administrator creates a new communication control policy and assigns it globally to all organizations
D. An administrator creates a new communication control policy for each organization

Correct Answer: C

QUESTION 2

An administrator finds that a newly installed collector does not display on the INVENTORY tab in the central manager.
What two troubleshooting steps must the administrator perform? (Choose two.)

A. Export the collector logs from the central manager.

B. Verify the central manager has connectivity to FCS.

C. Verify TCP ports 8081 and 555 are open.

D. Check if the FortiEDR services are running on the collector device.

Correct Answer: CD

QUESTION 3

Refer to the exhibit.

The exhibit shows an event viewer.
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- All D DEVICE FROCESS

Payroll Manager.exe (3 events)

r 9715 @ cwinserv-32 [ Payroll Manager.exe

F 9595 8 cwinserv-32 B Payroll Manager.exe
F B&TE @ cwinserv-32 B Fayroil Manager exe

CryploLocker2 exe (1 evenl)

b SE  yser CWINSERV-32\Administrator  Cerlificate: Unsigned  Process path:

CLASSFICATION « DESTINATIONS  RECEIVED » LAST UPDATED
& suspkious 25-Nov-2020, 06:09.07
£ suspicious 7412523520  25-Nov-2020, 060907 25-Nov-2020,060907 @

.InistralonDownloads'\Resources\TestFiles\Fake Malwara'Payioll Managerexe  Raw data items: 4

& suspeious 7412523520  25-Nov-2020, 0607:43 25-Nov-2020,060743 @
£ suspicious 7412523920  21-Sep-2020, 06.45.53 21-Sep-2020, 112111 @
¥ rmalcious 28-Sep-2020, 05:46:35

What is true about the Payroll Manager.exe event?

A. An event has not been handled by a console admin

B. An event has been deleted

C. A rule assigned action is set to block but the policy is in simulation mode

D. An event has been handled by the communication control policy

Correct Answer: C

QUESTION 4

How does FortiEDR implement post-infection protection?

A. By preventing data exfiltration or encryption even after a breach occurs

B. By using methods used by traditional EDR

C. By insurance against ransomware

D. By real-time filtering to prevent malware from executing
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Correct Answer: A

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiedr.pdf

QUESTION 5

Refer to the exhibit.
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TertApplication exs e3¢ (3 events)
|4 SHaNE @ R202-hvmEd

O H

EiDIaonMTionnd BIDTOMETfonnet  Lmigned Canerfortinen et

B watcious 150eb 2022 139199

Tekpoistonereese B aows FreTY 155602000 139105 1SFEb 20211 @
CLASSIFICATION DETAILS
§ Malicious wosrmer

Threal name. Unknowr

Theeat tamedy Unbnown

Thieat fyte Uil Pdwh

Wity

& Mabicious, by Fortinet, on 15-Feb- 2022, 13:31:41

Triggered nules.
- Wiy Efiltration Prevention
@ Tnvakd Checksum - Comnection Atlempt from Application wi.
o @ Malicious File Detected
= @ Suspicious Packer - Attiaty by an Apphication packed by a5
= @ Writeable Code - identified an Evecutable with Writable Code

TestApplication.exe.exe (3 events) # malicious
r 5894314 @ R2D2-kvm63 Testapplicationexeexe B Malicious

R2D2-KVM6E3Vorunet R2D2-KVM6E3Vortinet  Unsigned Causersifortinet\Desktc

15-Feb-2022. 13:31:39
8888 15-Feb-2022. 13:31:39  15-Feb-2022. 13:31:39 @
CLASSIFICATION DETAILS

£ Malicious rommner

Threat name: Unknown
Threat family: Unknown
Threat type. Unknown

History

# Malicious, by Fortinet, on 15-Feb-2022, 13:31:41

Triggered Rules
-~ Mgy Exfiltration Prevention

v @ Invalid Checksum - Connection Attempt from Application wi...
v @ Malicious File Detected

v @ Suspicious Packer - Activity by an Application packed by a S..
v @ Writeable Code - Identified an Executable with Writable Code
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Based on the event shown in the exhibit, which two statements about the event are true? (Choose two.)
A. The NGAV policy has blocked TestApplication exe

B. TestApplication exe is sophisticated malware

C. The user was able to launch TestApplication exe

D. FCS classified the event as malicious

Correct Answer: BC
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