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QUESTION 1

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? (Select
all that apply.) 

A. An IP address pool. 

B. A virtual IP address. 

C. An actual IP address or an IP address group. 

D. An FQDN or Geographic value(s). 

Correct Answer: BCD 

 

QUESTION 2

What statements are true regarding FortiAnalyzer\\'s treatment of high availability (HA) clusters? (Choose two.) 

A. FortiAnalyzer distinguishes different devices by their serial number. 

B. FortiAnalyzer receives logs from all devices in a cluster. 

C. FortiAnalyzer receives logs only from the primary device in the cluster. 

D. FortiAnalyzer only needs to know the serial number of the primary device in the cluster--it automatically discovers the
other devices. 

Correct Answer: AC 

 

QUESTION 3

A DLP rule with an action of Exempt has been matched against traffic passing through the FortiGate unit. 

Which of the following statements is correct regarding how this transaction will be handled by the FortiGate unit? 

A. Any other matched DLP rules will be ignored with the exception of Archiving. 

B. Future files whose characteristics match this file will bypass DLP scanning. 

C. The traffic matching the DLP rule will bypass antivirus scanning. 

D. The client IP address will be added to a white list. 

Correct Answer: A 

 

QUESTION 4

How is traffic routed onto an SSL VPN tunnel from the FortiGate unit side? 
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A. A static route must be configured by the administrator using the ssl.root interface as the outgoing interface. 

B. Assignment of an IP address to the client causes a host route to be added to the FortiGate unit\\'s kernel routing
table. 

C. A route back to the SSLVPN IP pool is automatically created on the FortiGate unit. 

D. The FortiGate unit adds a route based upon the destination address in the SSL VPN firewall policy. 

Correct Answer: B 

 

QUESTION 5

In an IPSec gateway-to-gateway configuration, two FortiGate units create a VPN tunnel between two separate private
networks. 

Which of the following configuration steps must be performed on both FortiGate units to support this configuration?
(Select all that apply.) 

A. Create firewall policies to control traffic between the IP source and destination address. 

B. Configure the appropriate user groups on the FortiGate units to allow users access to the IPSec VPN connection. 

C. Set the operating mode of the FortiGate unit to IPSec VPN mode. 

D. Define the Phase 2 parameters that the FortiGate unit needs to create a VPN tunnel with the remote peer. 

E. Define the Phase 1 parameters that the FortiGate unit needs to authenticate the remote peers. 

Correct Answer: ADE 
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