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QUESTION 1

Which of the following logging options are supported on a FortiGate unit? (Select all that apply.) 

A. LDAP 

B. Syslog 

C. FortiAnalyzer 

D. Local 

Correct Answer: BCD 

 

QUESTION 2

A FortiClient fails to establish a VPN tunnel with a FortiGate unit. 

The following information is displayed in the FortiGate unit logs: 

msg="Initiator: sent 192.168.11.101 main mode message #1 (OK)" 

msg="Initiator: sent 192.168.11.101 main mode message #2 (OK)" 

msg="Initiator: sent 192.168.11.101 main mode message #3 (OK)" 

msg="Initiator: parsed 192.168.11.101 main mode message #3 (DONE)" 

msg="Initiator: sent 192.168.11.101 quick mode message #1 (OK)" 

msg="Initiator: tunnel 192.168.1.1/192.168.11.101 install ipsec sa" 

msg="Initiator: sent 192.168.11.101 quick mode message #2 (DONE)" 

msg="Initiator: tunnel 192.168.11.101, transform=ESP_3DES, HMAC_MD5" 

msg="Failed to acquire an IP address 

Which of the following statements is a possible cause for the failure to establish the VPN tunnel? 

A. An IPSec DHCP server is not enabled on the external interface of the FortiGate unit. 

B. There is no IPSec firewall policy configured for the policy-based VPN. 

C. There is a mismatch between the FortiGate unit and the FortiClient IP addresses in the phase 2 settings. 

D. The phase 1 configuration on the FortiGate unit uses Aggressive mode while FortiClient uses Main mode. 

Correct Answer: A 

 

QUESTION 3
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Which of the following network protocols are supported for administrative access to a FortiGate unit? 

A. HTTPS, HTTP, SSH, TELNET, PING, SNMP 

B. FTP, HTTPS, NNTP, TCP, WINS 

C. HTTP, NNTP, SMTP, DHCP 

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS 

E. Telnet, UDP, NNTP, SMTP 

Correct Answer: A 

 

QUESTION 4

Which of the following spam filtering methods are supported on the FortiGate unit? (Select all that apply.) 

A. IP Address Check 

B. Open Relay Database List (ORDBL) 

C. Black/White List 

D. Return Email DNS Check 

E. Email Checksum Check 

Correct Answer: ABCDE 

 

QUESTION 5

If Open Shortest Path First (OSPF) has already been configured on a FortiGate unit, which of the following statements
is correct if the routes learned through OSPF need to be announced by Border Gateway Protocol (BGP)? 

A. The FortiGate unit will automatically announce all routes learned through OSPF to its BGP peers if the FortiGate unit
is configured as an OSPF Autonomous System Boundary Router (ASBR). 

B. The FortiGate unit will automatically announce all routes learned through OSPF to its BGP peers if the FortiGate unit
is configured as an OSPF Area Border Router (ABR). 

C. At a minimum, the network administrator needs to enable Redistribute OSPF in the BGP settings. 

D. The BGP local AS number must be the same as the OSPF area number of the routes learned that need to be
redistributed into BGP. 

E. By design, BGP cannot redistribute routes learned through OSPF. 

Correct Answer: C 
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