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QUESTION 1

Which statement about the policy ID number of a firewall policy is true?
A. It is required to modify a firewall policy using the CLI.

B. It represents the number of objects used in the firewall policy.

C. It changes when firewall policies are reordered.

D. It defines the order in which rules are processed.

Correct Answer: A

QUESTION 2

Refer to the exhibit.

Add Signatures
Type Filter
Action @Block -
Packet logging &3 Disable
Status CALELIEE 3 Disable € Default
Rate-based settings Specify
Exempt IPS 0 Edit IP Exemptions
Q Selected @ Ll
Name & Severity § Target § oS Action @
[ IPS Signature €
FTP in.Fail (HHEE Server All @ Pass

Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the
FTP.Login.Failed signature to the IPS sensor profile?

A. The signature setting uses a custom rating threshold.
B. The signature setting includes a group of other signatures.
C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.
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Correct Answer: D

Select Block to silently drop traffic matching any of the signatures included in the entry. So, while the default action
would be \WPass\\' for this signature the administrator is specifically overriding that to set the Block action. To use the
default action the setting would have to be \\'Default\\'.

Action is drop, signature default action is listed only in the signature, it would only match if action was set to default.

QUESTION 3

Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs

C. NGFW policy-based mode supports creating applications and web filtering categories directly in a firewall policy
D. NGFW policy-based mode policies support only flow inspection

Correct Answer: CD

QUESTION 4

When configuring a firewall virtual wire pair policy, which following statement is true?

A. Any number of virtual wire pairs can be included, as long as the policy traffic direction is the same.

B. Only a single virtual wire pair can be included in each policy.

C. Any number of virtual wire pairs can be included in each policy, regardless of the policy traffic direction settings.
D. Exactly two virtual wire pairs need to be included in each policy.

Correct Answer: A

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD48690

QUESTION 5

Which two configuration settings are synchronized when FortiGate devices are in an active- active HA cluster? (Choose
two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS
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Correct Answer: CD
In the 7.2 Infrastructure Guide (page 306) the list of configuration settings that are NOT synchronized includes both

\\'FortiGate host name\\' and \\'Cache\\'
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