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QUESTION 1

An administrator has a requirement to keep an application session from timing out on port 80. 

What two changes can the administrator make to resolve the issue without affecting any existing services running
through FortiGate? (Choose two.) 

A. Create a new firewall policy with the new HTTP service and place it above the existing HTTP policy. 

B. Create a new service object for HTTP service and set the session TTL to never 

C. Set the TTL value to never under config system-ttl 

D. Set the session TTL on the HTTP policy to maximum 

Correct Answer: BC 

 

 

QUESTION 2

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization? 

A. It always authorizes the traffic without requiring authentication. 

B. It drops the traffic. 

C. It authenticates the traffic using the authentication scheme SCHEME2. 

D. It authenticates the traffic using the authentication scheme SCHEME1. 

Correct Answer: D 

"What happens to traffic that requires authorization, but does not match any authentication rule? The active and passive
SSO schemes to use for those cases is defined under config authentication setting" 

 

QUESTION 3
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Refer to the exhibit. 

The exhibit shows the output of a diagnose command. 

What does the output reveal about the policy route? 

A. It is an ISDB route in policy route. 

B. It is a regular policy route. 

C. It is an ISDB policy route with an SDWAN rule. 

D. It is an SDWAN rule in policy route. 

Correct Answer: D 

FortiGate Infrastructure 7.2 Study Guide (p.59): "ISDB routes and SD-WAN rules are assigned an ID higher than 65535.
However, SD-WAN rule entries include the vwl_service field, and ISDB route entries don\\'t." 

 

QUESTION 4

Which three options are the remote log storage options you can configure on FortiGate? (Choose three.) 

A. FortiCache 

B. FortiSIEM 

C. FortiAnalyzer 

D. FortiSandbox 

E. FortiCloud 

Correct Answer: BCE 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/265052/logging-and-reporting-overview 
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QUESTION 5

Which of the following conditions must be met in order for a web browser to trust a web server certificate signed by a
third-party CA? 

A. The public key of the web server certificate must be installed on the browser. 

B. The web-server certificate must be installed on the browser. 

C. The CA certificate that signed the web-server certificate must be installed on the browser. 

D. The private key of the CA certificate that signed the browser certificate must be installed on the browser. 

Correct Answer: C 
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