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QUESTION 1

An administrator has a requirement to keep an application session from timing out on port 80. 

What two changes can the administrator make to resolve the issue without affecting any existing services running
through FortiGate? (Choose two.) 

A. Create a new firewall policy with the new HTTP service and place it above the existing HTTP policy. 

B. Create a new service object for HTTP service and set the session TTL to never 

C. Set the TTL value to never under config system-ttl 

D. Set the session TTL on the HTTP policy to maximum 

Correct Answer: BC 

 

 

QUESTION 2

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server)
have terminated the session? 

A. To remove the NAT operation. 

B. To generate logs 

C. To finish any inspection operations. 

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets. 

Correct Answer: D 

 

 

QUESTION 3

A network administrator has enabled SSL certificate inspection and antivirus on FortiGate. When downloading an
EICAR test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through
HTTPS, FortiGate does not detect the virus and the file can be downloaded. 

What is the reason for the failed virus detection by FortiGate? 

A. The website is exempted from SSL inspection. 

B. The EICAR test file exceeds the protocol options oversize limit. 

C. The selected SSL inspection profile has certificate inspection enabled. 

D. The browser does not trust the FortiGate self-signed CA certificate. 
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Correct Answer: AC 

SSL Inspection Profile, on the Inspection method there are 2 options to choose from, SSL Certificate Inspection or Full
SSL Inspection. FG SEC 7.2 Studi Guide: Full SSL Inspection level is the only choice that allows antivirus to be
effective. 

 

QUESTION 4

An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector
agent is required to achieve this? 

A. Add the support of NTLM authentication. 

B. Add user accounts to Active Directory (AD). 

C. Add user accounts to the FortiGate group fitter. 

D. Add user accounts to the Ignore User List. 

Correct Answer: D 

Reference: https://community.fortinet.com/t5/Support-Forum/Collector-Agent-and-problem-getting-login-info/m-p/95481 

 

QUESTION 5

Which two types of traffic are managed only by the management VDOM? (Choose two.) 

A. FortiGuard web filter queries 

B. PKI 

C. Traffic shaping 

D. DNS 

Correct Answer: AD 
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