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QUESTION 1

An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector
agent is required to achieve this?

A. Add the support of NTLM authentication.

B. Add user accounts to Active Directory (AD).

C. Add user accounts to the FortiGate group fitter.
D. Add user accounts to the Ignore User List.
Correct Answer: D

Reference: https://community.fortinet.com/t5/Support-Forum/Collector-Agent-and-problem-getting-login-info/m-p/95481

QUESTION 2

Which two configuration settings are synchronized when FortiGate devices are in an active- active HA cluster? (Choose
two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS

Correct Answer: CD

In the 7.2 Infrastructure Guide (page 306) the list of configuration settings that are NOT synchronized includes both
\\'FortiGate host name\\' and \\'Cache\\'

QUESTION 3

Which statement correctly describes the use of reliable logging on FortiGate?
A. Reliable logging is enabled by default in all configuration scenarios.

B. Reliable logging is required to encrypt the transmission of logs.

C. Reliable logging can be configured only using the CLI.

D. Reliable logging prevents the loss of logs when the local disk is full.
Correct Answer: B

FortiGate Security 7.2 Study Guide (p.192): "if using reliable logging, you can encrypt communications using SSL-
encrypted OFTP traffic, so when a log message is generated, it is safely transmitted across an unsecure network. You
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can choose the level of SSL protection used by configuring the enc-algorithm setting on the CLI."

QUESTION 4

An employee needs to connect to the office through a high-latency internet connection.

Which SSL VPN setting should the administrator adjust to prevent SSL VPN negotiation failure?

A. idle-timeout

B. login-timeout

C. udp-idle-timer

D. session-ttl

Correct Answer: B

FortiGate Infrastructure 7.2 Study Guide (p.222):

"When connected to SSL VPN over high latency connections, FortiGate can time out the client before the client can
finish the negotiation process, such as DNS lookup and time to enter a token. Two new CLI commands under config vpn

ssl

settings have been added to address this. The first command allows you to set up the login timeout, replacing the
previous hard timeout value. The second command allows you to set up the maximum DTLS hello timeout for SSL VPN

connections."

QUESTION 5

Refer to the exhibits.
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Exhibit A

Edit Policy

Name © Facebook S5L Inspection

Incoming Interface S port2 »
Outgoing Interface M port1 -
Source all x
Destination all

Service @ ALL x

Firewall / Network Options

o Central NAT is enabled so NAT settings from matching Central
SNAT policies will be applied

Security Profles

SSLInspection [0 certificate-inspection - 3

Exhibit B
Edit Policy
Name © Facebook Access
Incoming Interface M port2 -
Outgoing Interface M port1 -
Source all x
Destination all X
Schedule (8 always -
Service _ Specify
Application Facebook x
Facebook_Like.Button & x
Facebook_Video.Play *®
URL Category +
Action @ DENY
Firewall / Network Options
Protocol Options 8 default v 0

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook .
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Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are
unable to leave reactions on videos or other types of posts.

Which part of the policy configuration must you change to resolve the issue?

A. Make SSL inspection needs to be a deep content inspection.

B. Force access to Facebook using the HTTP service.

C. Get the additional application signatures are required to add to the security policy.

D. Add Facebook in the URL category in the security policy.

Correct Answer: A

They can play video (tick) content hosted on Facebook, but they are unable to leave reactions on videos or other types

of posts. This indicate that the rule are partially working as they can watch video but cant react, i.e. liking the content. So
must be an issue with the SSL inspection rather then adding an app rule.
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