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QUESTION 1

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based
inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Correct Answer: AC

QUESTION 2
Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on
the FortiGate device, and the routing table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection
times out. At the same time, the administrator runs a sniffer on FortiGate to capture incoming web traffic to the server
and does not see any output.

ISP router
r
X
I
| | f wanl portl
L w -
172.16.1.254 192.2.8.2 192.2.9.1
Web server
(172.16.1.10 .
Routing table:
C 192.2.0.0/24 via portl
Firewall policy: VIP: il
palioy _ : C 203.0.113.0/24 via portl
(1) (WebServer-Ext)
name: Internebl-to-DME type: static-nat
action: accept axtip: 203.0.113.2
srcadde: 0.0.0.0/0 extintl: wanl
srcintf: wanl mappedip: 172.16.1.10
dataddr: WebServer-Ext portiorward: disable
dstintf: dmz arp-raply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the
connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.
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B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.

D. In the firewall policy configuration, enable match-vip.

Correct Answer: B

FortiGate Security 7.2 Study Guide (p.115): "Enabling ARP reply is usually not required in most networks because the
routing tables on the adjacent devices contain the correct next hop information, so the networks are reachable.

However, sometimes the routing configuration is not fully correct, and having ARP reply enabled can solve the issue for
you. For this reason, it\\'s a best practice to keep ARP reply enabled.”

QUESTION 3

Refer to the exhibit.

RDP sarver
192.168.20.20

Remote Endpoint 100.64.1.253 22.
FortiGate

(Access Proxy)

tTags & Malicious File

Access Proxy VIP:

i-.._‘\
100.64.1.10:443 N @

FortiClient EMS
192.168.20.10

Based on the ZTNA tag, the security posture of the remote endpoint has changed. What will happen to endpoint active
ZTNA sessions?

A. They will be re-evaluated to match the endpoint policy.
B. They will be re-evaluated to match the firewall policy.
C. They will be re-evaluated to match the ZTNA policy.
D. They will be re-evaluated to match the security policy.
Correct Answer: C

https://docs.fortinet.com/document/fortigate/7.0.0/new-features/580880/posture-check-verification-for-active-ztna-proxy-
session-7-0-2

FortiGate Infrastructure 7.2 Study Guide (p.182): "Endpoint posture changes trigger active ZTNA proxy sessions to be
re-verified and terminated if the endpoint is no longer compliant with the ZTNA policy."
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QUESTION 4

In an explicit proxy setup, where is the authentication method and database configured?
A. Proxy Policy

B. Authentication Rule

C. Firewall Policy

D. Authentication scheme

Correct Answer: D

QUESTION 5

Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?
A. Antivirus engine

B. Intrusion prevention system engine

C. Flow engine

D. Detection engine

Correct Answer: B

Reference: http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control
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