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QUESTION 1

What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.) 

A. Traffic to botnetservers 

B. Traffic to inappropriate web sites 

C. Server information disclosure attacks 

D. Credit card data leaks 

E. SQL injection attacks 

Correct Answer: CDE 

 

QUESTION 2

Refer to the exhibit. 
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The exhibit contains a network interface configuration, firewall policies, and a CLI console configuration. 

How will FortiGate handle user authentication for traffic that arrives on the LAN interface? 

A. If there is a full-through policy in place, users will not be prompted for authentication. 

B. Users from the Sales group will be prompted for authentication and can authenticate successfully with the correct
credentials. 

C. Authentication is enforced at a policy level; all users will be prompted for authentication. 

D. Users from the HR group will be prompted for authentication and can authenticate successfully with the correct
credentials. 

Correct Answer: C 

 

QUESTION 3

Which type of logs on FortiGate record information about traffic directly to and from the FortiGate management IP
addresses? 

A. System event logs 

B. Forward traffic logs 
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C. Local traffic logs 

D. Security logs 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/476970 

 

QUESTION 4

Exhibit: 

Refer to the exhibit to view the authentication rule configuration In this scenario, which statement is true? 

A. IP-based authentication is enabled 

B. Route-based authentication is enabled 

C. Session-based authentication is enabled. 

D. Policy-based authentication is enabled 

Correct Answer: C 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD45387 

 

QUESTION 5

Which CLI command allows administrators to troubleshoot Layer 2 issues, such as an IP address conflict? 

A. get system status 

B. get system performance status 

C. diagnose sys top 
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D. get system arp 

Correct Answer: D 

"If you suspect that there is an IP address conflict, or that an IP has been assigned to the wrong device, you may need
to look at the ARP table." 
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