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QUESTION 1

Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs

C. NGFW policy-based mode supports creating applications and web filtering categories directly in a firewall policy
D. NGFW policy-based mode policies support only flow inspection

Correct Answer: CD

QUESTION 2

To complete the final step of a Security Fabric configuration, an administrator must authorize all the devices on which
device?

A. FortiManager

B. Root FortiGate

C. FortiAnalyzer

D. Downstream FortiGate

Correct Answer: B

QUESTION 3

Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?
A. Antivirus engine

B. Intrusion prevention system engine

C. Flow engine

D. Detection engine

Correct Answer: B

Reference: http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control

QUESTION 4
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FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application
control directly on the security policy.

Which two other security profiles can you apply to the security policy? (Choose two.)
A. Antivirus scanning

B. File filter

C. DNS filter

D. Intrusion prevention

Correct Answer: AD

QUESTION 5

A team manager has decided that, while some members of the team need access to a particular website, the majority of
the team does not

Which configuration option is the most effective way to support this request?
A. Implement a web filter category override for the specified website

B. Implement a DNS filter for the specified website.

C. Implement web filter quotas for the specified website

D. Implement web filter authentication for the specified website.

Correct Answer: D
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