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QUESTION 1

Which three authentication timeout types are availability for selection on FortiGate? (Choose three.) 

A. hard-timeout 

B. auth-on-demand 

C. soft-timeout 

D. new-session 

E. Idle-timeout 

Correct Answer: ADE 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD37221 

 

QUESTION 2

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two) 

A. Lookup is done on the first packet from the session originator 

B. Lookup is done on the last packet sent from the responder 

C. Lookup is done on every packet, regardless of direction 

D. Lookup is done on the trust reply packet from the responder 

Correct Answer: AD 

 

QUESTION 3

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.) 

A. Web filter in flow-based inspection 

B. Antivirus in flow-based inspection 

C. DNS filter 

D. Web application firewall 

E. Application control 

Correct Answer: ABE 
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QUESTION 4

If the Services field is configured in a Virtual IP (VIP), which statement is true when central NAT is used? 

A. The Services field prevents SNAT and DNAT from being combined in the same policy. 

B. The Services field is used when you need to bundle several VIPs into VIP groups. 

C. The Services field removes the requirement to create multiple VIPs for different services. 

D. The Services field prevents multiple sources of traffic from using multiple services to connect to a single computer. 

Correct Answer: C 

 

 

QUESTION 5

Which two actions can you perform only from the root FortiGate in a Security Fabric? (Choose two.) 

A. Shut down/reboot a downstream FortiGate device. 

B. Disable FortiAnalyzer logging for a downstream FortiGate device. 

C. Log in to a downstream FortiSwitch device. 

D. Ban or unban compromised hosts. 

Correct Answer: AB 
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