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QUESTION 1

An administrator needs to configure VPN user access for multiple sites using the same soft FortiToken. Each site has a
FortiGate VPN gateway. What must an administrator do to achieve this objective?

A. The administrator can register the same FortiToken on more than one FortiGate.
B. The administrator must use a FortiAuthenticator device.

C. The administrator can use a third-party radius OTP server.

D. The administrator must use the user self-registration server.

Correct Answer: B

QUESTION 2

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS
websites, the browser reports certificate warning errors. When visiting HTTP websites, the browser does not report
errors.

What is the reason for the certificate warning errors?

A. The browser requires a software update.

B. FortiGate does not support full SSL inspection when web filtering is enabled.

C. The CA certificate set on the SSL/SSH inspection profile has not been imported into the browser.

D. There are network connectivity issues.

Correct Answer: C

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD41394

QUESTION 3

Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.)
A. Source defined as Internet Services in the firewall policy.

B. Destination defined as Internet Services in the firewall policy.

C. Highest to lowest priority defined in the firewall policy.

D. Services defined in the firewall policy.

E. Lowest to highest policy ID number.

Correct Answer: ABD
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Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD47435

QUESTION 4

NGFW mode allows policy-based configuration for most inspection rules. Which security profile\\'s configuration does
not change when you enable policy-based inspection?

A. Web filtering

B. Antivirus

C. Web proxy

D. Application control

Correct Answer: B

QUESTION 5

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The
requirement is that FortiGate sends DPD probes only when no traffic is observed in the tunnel.

Which DPD mode on FortiGate will meet the above requirement?
A. Disabled

B. On Demand

C. Enabled

D. On Idle

Correct Answer: D
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