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QUESTION 1

Which of the following SD-WAN load ?alancing method use interface weight value to distribute traffic? (Choose two.) 

A. Source IP 

B. Spillover 

C. Volume 

D. Session 

Correct Answer: CD 

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing 

 

QUESTION 2

Which two statements about IPsec authentication on FortiGate are correct? (Choose two.) 

A. For a stronger authentication, you can also enable extended authentication (XAuth) to request the remote peer to
provide a username and password 

B. FortiGate supports pre-shared key and signature as authentication methods. 

C. Enabling XAuth results in a faster authentication because fewer packets are exchanged. 

D. A certificate is not required on the remote peer when you set the signature as the authentication method. 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/913287/ipsec-vpn-authenticatingaremote-
fortigate-peer-with-a-pre-shared-key 

 

QUESTION 3

Which three options are the remote log storage options you can configure on FortiGate? (Choose three.) 

A. FortiCache 

B. FortiSIEM 

C. FortiAnalyzer 

D. FortiSandbox 

E. FortiCloud 

Correct Answer: BCE 
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QUESTION 4

Refer to the exhibit to view the firewall policy. 

Which statement is correct if well-known viruses are not being blocked? 
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A. The firewall policy does not apply deep content inspection. 

B. The firewall policy must be configured in proxy-based inspection mode. 

C. The action on the firewall policy must be set to deny. 

D. Web filter should be enabled on the firewall policy to complement the antivirus profile. 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit, which contains a static route configuration. 

An administrator created a static route for Amazon Web Services. What CLI command must the administrator use to
view the route? 

A. get router info routing-table all 

B. get internet service route list 

C. get router info routing-table database 

D. diagnose firewall proute list 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/latest/administration-guide/139692/routingconcepts 
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