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QUESTION 1

A network administrator is configuring a new IPsec VPN tunnel on FortiGate. The remote peer IP address is dynamic. In
addition, the remote peer does not support a dynamic DNS update service. 

What type of remote gateway should the administrator configure on FortiGate for the new IPsec VPN tunnel to work? 

A. Static IP Address 

B. Dialup User 

C. Dynamic DNS 

D. Pre-shared Key 

Correct Answer: B 

 

QUESTION 2

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.) 

A. The subject field in the server certificate 

B. The serial number in the server certificate 

C. The server name indication (SNI) extension in the client hello message 

D. The subject alternative name (SAN) field in the server certificate 

E. The host field in the HTTP header 

Correct Answer: ACD 

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection 

 

QUESTION 3

Which three methods are used by the collector agent for AD polling? (Choose three.) 

A. FortiGate polling 

B. NetAPI 

C. Novell API 

D. WMI 

E. WinSecLog 

Correct Answer: BDE 
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Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47732 

 

QUESTION 4

By default, FortiGate is configured to use HTTPS when performing live web filtering with FortiGuard servers. 

Which two CLI commands will cause FortiGate to use an unreliable protocol to communicate with FortiGuard servers for
live web filtering? (Choose two.) 

A. set fortiguard anycast disable 

B. set protocol udp 

C. set webfilter-force-off disable 

D. set webfilter-cache disable 

Correct Answer: AB 

 

QUESTION 5

When a firewall policy is created, which attribute is added to the policy to support recording logs to a FortiAnalyzer or a
FortiManager and improves functionality when a FortiGate is integrated with these devices? 

A. Log ID 

B. Universally Unique Identifier 

C. Policy ID 

D. Sequence ID 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/554066/firewall-policies 
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