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QUESTION 1

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to? 

A. A CRL 

B. A person 

C. A subordinate CA 

D. A root CA 

Correct Answer: D 

 

QUESTION 2

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS
websites, the browser reports certificate warning errors. When visiting HTTP websites, the browser does not report
errors. 

What is the reason for the certificate warning errors? 

A. The browser requires a software update. 

B. FortiGate does not support full SSL inspection when web filtering is enabled. 

C. The CA certificate set on the SSL/SSH inspection profile has not been imported into the browser. 

D. There are network connectivity issues. 

Correct Answer: C 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD41394 

 

QUESTION 3

Refer to the exhibit. 
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According to the certificate values shown in the exhibit, which type of entity was the certificate issued to? 

A. A user 

B. A root CA 

C. A bridge CA 

D. A subordinate 

Correct Answer: A 

 

QUESTION 4

The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter
profile. 

What order must FortiGate use when the web filter profile has features enabled, such as safe search? 

A. DNS-based web filter and proxy-based web filter 

B. Static URL filter, FortiGuard category filter, and advanced filters 

C. Static domain filter, SSL inspection filter, and external connectors filters 

D. FortiGuard category filter and rating filter 

Correct Answer: B 

Reference: https://fortinet121.rssing.com/chan-67705148/all_p1.html 

 

QUESTION 5
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Which statements best describe auto discovery VPN (ADVPN). (Choose two.) 

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes. 

B. ADVPN is only supported with IKEv2. 

C. Tunnels are negotiated dynamically between spokes. 

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance. 

Correct Answer: AC 
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