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QUESTION 1

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 2

Which of the following static routes are not maintained in the routing table? 

A. Named Address routes 

B. Dynamic routes 

C. ISDB routes 

D. Policy routes 

Correct Answer: D 

 

QUESTION 3

The FSSO collector agent set to advanced access mode for the Windows Active Directory uses which convention? 

A. LDAP 

B. Windows 

C. RSSO 

D. NTLM 

Correct Answer: A 

 

QUESTION 4

What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.) 
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A. Traffic to botnetservers 

B. Traffic to inappropriate web sites 

C. Server information disclosure attacks 

D. Credit card data leaks 

E. SQL injection attacks 

Correct Answer: ACE 

 

QUESTION 5

Examine the network diagram shown in the exhibit, then answer the following question: 

Which one of the following routes is the best candidate route for FGT1 to route traffic from the Workstation to the Web
server? 

A. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0] 

B. 0.0.0.0/0 [20/0] via 10.4.200.2, port2 

C. 10.4.200.0/30 is directly connected, port2 

D. 172.16.32.0/24 is directly connected, port1 

Correct Answer: D 
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