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QUESTION 1

Examine the network diagram shown in the exhibit, and then answer the following question: 

A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both port1 and port3
links are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy
this requirement on FGT1? (Choose two.) 

A. 172.20.2.0/24 (1/0) via 10.10.1.2, port1 [0/0] 

B. 172.20.2.0/24 (25/0) via 10.30.3.2, port3 [5/0] 

C. 172.20.2.0/24 (25/0) via 10.10.1.2, port1 [5/0] 

D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0] 

Correct Answer: BC 

 

QUESTION 2

A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub interfaces added to the physical
interface. Which statements about the VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses
in different subnets. 

A. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets. 

B. The two VLAN sub interfaces must have different VLAN IDs. 

C. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMs. 

D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the same subnet. 

Correct Answer: B 

 

QUESTION 3

Which one of the following processes is involved in updating IPS from FortiGuard? 
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A. FortiGate IPS update requests are sent using UDP port 443. 

B. Protocol decoder update requests are sent to service.fortiguard.net. 

C. IPS signature update requests are sent to update.fortiguard.net. 

D. IPS engine updates can only be obtained using push updates. 

Correct Answer: C 

 

QUESTION 4

A company needs to provide SSL VPN access to two user groups. The company also needs to display different
welcome messages on the SSL VPN login screen for both user groups. 

What is required in the SSL VPN configuration to meet these requirements? 

A. Different SSL VPN realms for each group. 

B. Two separate SSL VPNs in different interfaces mapping the same ssl.root. 

C. Two firewall policies with different captive portals. 

D. Different virtual SSL VPN IP addresses for each group. 

Correct Answer: A 

 

QUESTION 5

Which of the following statements about virtual domains (VDOMs) are true? (Choose two.) 

A. The root VDOM is the management VDOM by default. 

B. A FortiGate device has 64 VDOMs, created by default. 

C. Each VDOM maintains its own system time. 

D. Each VDOM maintains its own routing table. 

Correct Answer: AD 
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