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QUESTION 1

An administrator wants to create a policy-based IPsec VPN tunnel betweeb two FortiGate devices. Which configuration
steps must be performed on both devices to support this scenario? (Choose three.)

A. Define the phase 1 parameters, without enabling IPsec interface mode
B. Define the phase 2 parameters.

C. Set the phase 2 encapsulation method to transport mode

D. Define at least one firewall policy, with the action set to IPsec.

E. Define a route to the remote network over the IPsec tunnel.

Correct Answer: ABD

QUESTION 2

View the exhibit.

Destination @ Named Address = Internet Service Destination © Named Address Internet Service
172.13.24.0/255.255.255.0 v 172.13.24.0/255.255.255.0 -

Interface £\ TunnelB - Interface £\ TunnelA -

Administrative Distance @ |5 Administrative Distance @ |10

Comments .| orss Comments A orzss

Status © Disabled Status PR © Disabled

& Advanced Options & Advanced Options

Priority @ | 30 Priority® | 0

Which of the following statements are correct? (Choose two.)
A. This setup requires at least two firewall policies with the action set to IPsec.
B. Dead peer detection must be disabled to support this type of IPsec setup.

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB
VPN is down.

D. This is a redundant IPsec setup.

Correct Answer: CD

QUESTION 3

Refer to the exhibit.
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Application Details
Name Category Technology Poputanty :
Bl Asdcing Games  [IBGame Browser-Based ooy
Application Control Profile
Categories
~ All Categories
@ ~ Business (144, &6) @~ Cloud.IT (43
@ ~ Collaboration 268, ©&10) @® ~ Email 80, &12)
@&~ Game (87) @ ~ General.nterest (231, &7)
& ~ Mobile (3) @& ~ Network.Service (320)
®~ P2P 63 @~ Proxy (166)
@& ~ RemoteAccess B84) @& ~ Social.Media (121, &31)
@ ~ Storage.Backup (173, &17) @& ~ Update K0)
@& ~ Video/Audio (160, &514) @~ VolP 24)
@~ WebClient 23) @ ~ Unknown Applications
(3 Network Protocol Enforcement
Application and Filter Overrides
+ CreateMew | # E Delet
Priority Details Type Action
1 Addicting.Games  Application & Allow
2 |E=mIm | Fiter | @ Block

A user located behind the FortiGate device is trying to go to http://www.addictinggames.com (Addicting.Games). The
exhibit shows the application detains and application control profile.

Based on this configuration, which statement is true?

A. Addicting.Games will be blocked, based on the Filter Overrides configuration.

B. Addicting.Games will be allowed only if the Filter Overrides action is set to Learn.
C. Addicting.Games will be allowed, based on the Categories configuration.

D. Addicting.Games will be allowed, based on the Application Overrides configuration.
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Correct Answer: D

QUESTION 4

Which of the following are purposes of NAT traversal in IPsec? (Choose two.)
A. To detect intermediary NAT devices in the tunnel path.

B. To dynamically change phase 1 negotiation mode aggressive mode.

C. To encapsulation ESP packets in UDP packets using port 4500.

D. To force a new DH exchange with each phase 2 rekey.

Correct Answer: AC

QUESTION 5

View the certificate shown to the exhibit, and then answer the following question: The CA issued this certificate to which
entity?

Field Value

Version V3

Serial Number 98765432

Signature algorithm SHA256RSA

Issuer cn=RootCA, o=BridgeAuthority, Inc., c=US

Valid from Tuesday, Cctober 3, 2016 4:33:37 PM

Valid to Wednesday, October 2, 2019 5:03:37 PM

Subject cn=John Doe, 0=ABC, Inc. c=US

Publickey RSA (2048 bits)

Key Usage keyCertSign

Extended Key Usage Server Authentication (1.3.6.1.5.5.7.3.1), Client Authentication
(1.3.6.1.5.5.7.3.2)

Basic Constraints CA=True, Path Constraint=None

CRL Distribution Points | URL=http://webserver.abcinc.com/arlcert.crl

A. Aroot CA

B. A person

C. A bridge CA

D. A subordinate CA

Correct Answer: A
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