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QUESTION 1

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two) 

A. Lookup is done on the first packet from the session originator 

B. Lookup is done on the last packet sent from the responder 

C. Lookup is done on every packet, regardless of direction 

D. Lookup is done on the first reply packet from the responder 

Correct Answer: AB 

 

QUESTION 2

What settings must you configure to ensure FortiGate generates logs for web filter activity on a firewall policy called Full
Access? (Choose two.) 

A. Enable Event Logging. 

B. Enable a web filter security profile on the Full Access firewall policy. 

C. Enable Log Allowed Traffic on the Full Access firewall policy. 

D. Enable disk logging. 

Correct Answer: BC 

 

QUESTION 3

An administrator needs to strengthen the security for SSL VPN access. Which of the following statements are best
practices to do so? (Choose three.) 

A. Configure split tunneling for content inspection. 

B. Configure host restrictions by IP or MAC address. 

C. Configure two-factor authentication using security certificates. 

D. Configure SSL offloading to a content processor (FortiASIC). 

E. Configure a client integrity check (host-check). 

Correct Answer: CDE 

 

QUESTION 4
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Which of the following statements describe WMI polling mode for the FSSO collector agent? (Choose two.) 

A. The NetSessionEnum function is used to track user logoffs. 

B. WMI polling can increase bandwidth usage in large networks. 

C. The collector agent uses a Windows API to query DCs for user logins. 

D. The collector agent do not need to search any security event logs. 

Correct Answer: CD 

 

QUESTION 5

An administrator is investigating a report of users having intermittent issues with browsing the web. The administrator
ran diagnostics and received the output shown in the exhibit. 

Examine the diagnostic output shown exhibit. Which of the following options is the most likely cause of this issue? 

A. NAT port exhaustion 

B. High CPU usage 

C. High memory usage 

D. High session timeout value 

Correct Answer: A 
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