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QUESTION 1

Which statements about antivirus scanning mode are true? (Choose two.) 

A. In proxy-based inspection mode antivirus buffers the whole file for scarring before sending it to the client. 

B. In flow-based inspection mode, you can use the CLI to configure antivirus profiles to use protocol option profiles. 

C. In proxy-based inspection mode, if a virus is detected, a replacement message may not be displayed immediately. 

D. In quick scan mode, you can configure antivirus profiles to use any of the available signature data bases. 

Correct Answer: AB 

 

QUESTION 2

Which two statements about antivirus scanning mode are true? (Choose two.) 

A. In proxy-based inspection mode, antivirus buffers the whole file for scanning, before sending it to the client. 

B. In full scan flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client. 

C. In proxy-based inspection mode, files bigger than the buffer size are scanned. 

D. In quick scan mode, you can configure antivirus profiles to use any of the available antivirus signature databases. 

Correct Answer: AB 

 

QUESTION 3

An administrator observes that the port1 interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.) 

A. The interface has been configured for one-arm sniffer. 

B. The interface is a member of a virtual wire pair. 

C. The operation mode is transparent. 

D. The interface is a member of a zone. 

E. Captive portal is enabled in the interface. 

Correct Answer: ABC 

 

QUESTION 4

Which of the following statements about policy-based IPsec tunnels are true? (Choose two.) 
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A. They can be configured in both NAT/Route and transparent operation modes. 

B. They support L2TP-over-IPsec. 

C. They require two firewall policies: one for each directions of traffic flow. 

D. They support GRE-over-IPsec. 

Correct Answer: AB 

 

QUESTION 5

An administrator needs to strengthen the security for SSL VPN access. Which of the following statements are best
practices to do so? (Choose three.) 

A. Configure split tunneling for content inspection. 

B. Configure host restrictions by IP or MAC address. 

C. Configure two-factor authentication using security certificates. 

D. Configure SSL offloading to a content processor (FortiASIC). 

E. Configure a client integrity check (host-check). 

Correct Answer: CDE 
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