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QUESTION 1

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true? 

A. A phase 2 configuration is not required. 

B. This VPN cannot be used as part of a hub-and-spoke topology. 

C. A virtual IPsec interface is automatically created after the phase 1 configuration is completed. 

D. The IPsec firewall policies must be placed at the top of the list. 

Correct Answer: C 

 

QUESTION 2

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below. 
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An administrator has configured the WINDOS_SERVERS IPS sensor in an attempt to determine 

whether the influx of HTTPS traffic is an attack attempt or not. After applying the IPS sensor, FortiGate is 

still not generating any IPS logs for the HTTPS traffic. 

What is a possible reason for this? 

A. The IPS filter is missing the Protocol: HTTPS option. 

B. The HTTPS signatures have not been added to the sensor. 
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C. A DoS policy should be used, instead of an IPS sensor. 

D. The firewall policy is not using a full SSL inspection profile. 

Correct Answer: D 

 

QUESTION 3

Which statements about a One-to-One IP pool are true? (Choose two.) 

A. It is used for destination NAT. 

B. It allows the fixed mapping of an internal address range to an external address range. 

C. It does not use port address translation. 

D. It allows the configuration of ARP replies. 

Correct Answer: CD 

 

QUESTION 4

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Correct Answer: BC 

 

QUESTION 5

An administrator wants to configure a FortiGate as a DNS server. FotiGate must use a DNS database first, and then
relay all irresolvable queries to an external DNS server. Which of the following DNS methods must you use? 

A. Recursive 

B. Non-recursive 

C. Forward to primary and secondary DNS 

D. Forward to system DNS 

Correct Answer: A 
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