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QUESTION 1

Examine the routing database shown in the exhibit, and then answer the following question:

$¢ get router in
des: K - kernel, ! - d, § - static, R
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - Is8-Is8, L1 - IsS-IS level-1, L2 - 1I5-1I8 level-2, ia - IS-IS inter arsa
> - selected route, * - FIB route, p - stale infeo

tn

0.0.0.0/0 [10/0] wia 172.20.121.2, portl, [20/0]
[10/0] wvia 10.0.0.2, port2, [30/0]
0.0.0.0/0 [20/0] wvia 192.168.15.2, port3, [10/0]
10.0.0.0/24 is directly connected, port2
172.13.24.0/24 [10/0] is directly connected, port4d
172.20.121.0/24 is directly connected, portl
192.167.1.0/24 [10/0] wvia 10.0.0.2, port2
192.1668.15.0/24 is directly connected, port3

NGOmaOWm

Which of the following statements are correct? (Choose two.)

A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Correct Answer: AD

QUESTION 2

Which action can be applied to each filter in the application control profile?
A. Block, monitor, warning, and quarantine

B. Allow, monitor, block and learn

C. Allow, block, authenticate, and warning

D. Allow, monitor, block, and quarantine

Correct Answer: D

QUESTION 3

An administrator is configuring an antivirus profiles on FortiGate and notices that Proxy Options is not listed under
Security Profiles on the GUI. What can cause this issue?
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A. FortiGate needs to be switched to NGFW mode.

B. Proxy options section is hidden by default and needs to be enabled from the Feature Visibility menu.
C. Proxy options are no longer available starting in FortiOS 5.6.

D. FortiGate is in flow-based inspection mode.

Correct Answer: D

QUESTION 4

Examine the IPS sensor and DoS policy configuration shown in the exhibit, then answer the question below.
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Services @ AL x
+
L3 Anomalies
Name (O Status | D lLogging Pass Block Action Threshold
Ip_src_session [ @) O Pass 60
ip_dst_session » » Block 5000

When detecting attacks, which anomaly, signature, or filter will FortiGate evaluate first?
A. SMTP.Login.Brute.Force

B. IMAP.Login.brute.Force
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C. ip_src_session
D. Location: server Protocol: SMTP

Correct Answer: B

QUESTION 5

Which statement about FortiGuard services for FortiGate is true?

A. The web filtering database is downloaded locally on FortiGate.

B. Antivirus signatures are downloaded locally on FortiGate.

C. FortiGate downloads IPS updates using UDP port 53 or 8888.

D. FortiAnalyzer can be configured as a local FDN to provide antivirus and IPS updates.

Correct Answer: B
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