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QUESTION 1

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.)

A. Implement firewall authentication for all users that need access to fortinet.com.

B. Manually install the FortiGate deep inspection certificate as a trusted CA.

C. Configure fortinet.com access to bypass the IPS engine.

D. Configure an SSL-inspection exemption for fortinet.com.

Correct Answer: AD

QUESTION 2

Which statement about the IP authentication header (AH) used by IPsec is true?
A. AH does not provide any data integrity or encryption.

B. AH does not support perfect forward secrecy.

C. AH provides data integrity bur no encryption.

D. AH provides strong data integrity but weak encryption.

Correct Answer: C

QUESTION 3

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Correct Answer: C

QUESTION 4

View the exhibit.
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is_manage 2()=1, is_root_master()=1
debugzon

global: 85 2 3c c9 £5 21 la 78 69 b6 20 bd
root: 30 d ef 77 aa £7 50 00 25 4d 42 a9 7d
all: § 2 S5b 10 8a 64 30 £2 34 13 cl1 35

checksum

global: 85 26 52 £2 £f9 6e 3c c9 £5 21 1a 78 69 b6 20 bd
root: 30 51 63 1b 2d ef 77 aa £7 50 00 25 4d 42 a9 7d
all: 38 28 3d e4 24 8f S5b 10 Ba 64 30 £2 34 13 cl 35

is manage master()=0, is_root_master ()=0

debugzone

global: 85 26 52 £f2 £f9 6e 3c c9 £5 21 1a 78 69 b6 20 bd
root: 30 51 63 1b 2d ef 77 aa £7 50 00 25 4d 8a 55 8b
all: 38 28 3d e4 24 8f 5b 10 8a 64 30 £2 34 dc 9%9a 43

checksum

global: 85 26 52 £2 f9 6e 3c c9 £5 21 1a 78 69 b6 20 bd
root: 30 51 63 1b 2d ef 77 aa £7 50 00 25 4d 8a 55 8b
all: 38 28 3d e4 24 8f Sb 10 8a 64 30 £2 34 dc 9a 43

Based on this output, which statements are correct? (Choose two.)

A. The all VDOM is not synchronized between the primary and secondary FortiGate devices.

B. The root VDOM is not synchronized between the primary and secondary FortiGate devices.

C. The global configuration is synchronized between the primary and secondary FortiGate devices.
D. The FortiGate devices have three VDOMs.

Correct Answer: BC
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QUESTION 5

Which statement is true regarding SSL VPN timers? (Choose two.)

A. Allow to mitigate DoS attacks from partial HTTP requests.

B. SSL VPN settings do not have customizable timers.

C. Disconnect idle SSL VPN users when a firewall policy authentication timeout occurs.
D. Prevent SSL VPN users from being logged out because of high network latency.

Correct Answer: AD
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