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QUESTION 1

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.)

A. Implement firewall authentication for all users that need access to fortinet.com.

B. Manually install the FortiGate deep inspection certificate as a trusted CA.

C. Configure fortinet.com access to bypass the IPS engine.

D. Configure an SSL-inspection exemption for fortinet.com.

Correct Answer: AD

QUESTION 2

An administrator wants to configure a FortiGate as a DNS server. FotiGate must use a DNS database first, and then
relay all irresolvable queries to an external DNS server. Which of the following DNS methods must you use?

A. Recursive

B. Non-recursive

C. Forward to primary and secondary DNS
D. Forward to system DNS

Correct Answer: A

QUESTION 3

Examine the two static routes shown in the exhibit, then answer the following question.

% CreateNew # Edit [@Clone [ Delete
Destination Gateway Interface Prionty Distance
17220168.0/24 172251 =porti 10 20
761
172 20168.0/24 172251 =port2 20 20
781

Which of the following is the expected FortiGate behavior regarding these two routes to the same destination?
A. FortiGate will load balance all traffic across both routes.

B. FortiGate will use the portl route as the primary candidate.
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C. FortiGate will route twice as much traffic to the port2 route
D. FortiGate will only actuate the portl route in the routing table

Correct Answer: B

QUESTION 4

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization?

config authentication setting
set active-auth-scheme SCHEME1
end
config authentication rule
edit WebProxyRule
set srcaddr 10.0.1.0/24
set active-auth-method SCTHEMEZ2
next
end

A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.

C. It authenticates the traffic using the authentication scheme SCHEMEZ2.
D. It authenticates the traffic using the authentication scheme SCHEMEL1.

Correct Answer: D

QUESTION 5

View the exhibit.
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date=2018-01-30 time=07:21:49 logid="0316013057" type="utm" subtype="webfilter"
eventtype="ftgd blk" level="warning" vd="root" logtime=1517325709 policyid=1
sessionid=15332 srcip=10.0.1.20 scrport=59538 srcintf="port3" srcintfrole="undefined”
dstip=208.91.112.55 dstport=80 dstintf="portl" dstintfrole="undefined" proto=6
service="HTTP" hostname="lavito.tk" profile="Category-block-and-warning" action="blocked"
regtype="direct" url="/" sentbyte=140 rcvdbyte=0 direction="outgoing" msg="URL belongs

a category with warnings enabled" method="domain" cat=0 catdesc="Unrated" crscore=30
crlevel="high"

ID Name From To

2 | IPS portl port3
1 Full_Access | port3 port1
0 Implicit Deny| [ ]any | [Jany

What does this raw log indicate? (Choose two.)

A. FortiGate blocked the traffic.

B. type indicates that a security event was recorded.

C. 10.0.1.20 is the IP address for lavito.tk.

D. policyid indicates that traffic went through the IPS firewall policy.

Correct Answer: BD
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