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QUESTION 1

Which is the correct description of a hash result as it relates to digital certificates?

A. A unique value used to verify the input data

B. An output value that is used to identify the person or device that authored the input data.
C. An obfuscation used to mask the input data.

D. An encrypted output value used to safe-guard the input data

Correct Answer: A

QUESTION 2

Which of the following features is supported by web filter in flow-based inspection mode with NGFW mode set to profile-
based?

A. FortiGuard Quotas
B. Static URL

C. Search engines

D. Rating option

Correct Answer: B

QUESTION 3

Examine the exhibit, which contains a virtual IP and firewall policy configuration.

Network Diagram

'
/‘—""‘—" LAN (port2) % WAN (portl)
- e
‘_ | 10.0.1.254 S N 10.200.1.1/24

O f e
g Source NAT IP address=?
10.0.1.10/24 e s
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Name VIP vl

w255
Comments |
Colar e Change
Network
Interface ” WAN _(portl} v
Type Static NAT
External IP Address/Range | 10.200.1.10 -110.200.1.10
Mapped IP Address/Range |10.0.1.10 - 10.0.1.10
Optional Filters
Port Forwarding (@

— oc JEE

Firewall Policies

1D Name Source Destination Schedule Service Action NAT

[E] ® LAN(port2)— M WAN(port1 )€

1 Full Access I all = al always @ ALL v ACCEPT v Enabled
B ® LAN(port D— M WAN(port2)@

2 WebServer = all & vip (e always ALL + ACCEPT & Disabled

The WAN (portl) interface has the IP address 10.200.1.1/24. The LAN (port2) interface has the IP address
10.0.1.254/24.

The first firewall policy has NAT enabled on the outgoing interface address. The second firewall policy is
configured with a VIP as the destination address.

Which IP address will be used to source NAT the Internet traffic coming from a workstation with the IP
address 10.0.1.10/24?

A. 10.200.1.10
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B. Any available IP address in the WAN (portl) subnet 10.200.1.0/24
C. 10.200.1.1
D. 10.0.1.254

Correct Answer: C

QUESTION 4
Which of the following statements about the FSSO collector agent timers is true?
A. The workstation verify interval is used to periodically check if a workstation is still a domain member.

B. The IP address change verify interval monitors the server IP address where the collector agent is installed, and the
updates the collector agent configuration if it changes.

C. The user group cache expiry is used to age out the monitored groups.
D. The dead entry timeout interval is used to age out entries with an unverified status.

Correct Answer: D

QUESTION 5

Examine the exhibit, which contains a session diagnostic output.

session info: proto=6 proto state=01 duration=26 expire=3594 timeout=3600 flags=00000000 sockflag=
00000000 sockport=0 at_idx=ﬁ use=4

origin-shaper=

reply-shaper=

per ip shaper=

ha_Id=5 policy-dir=0 tunnel=/ vlan cos=0/255

state=may dirty

statistichytes/packets/allow_grr}: org=1490/14/1 reply=10479/13/1 tuples=2

tx speed (Bps/kbps):56/0 rx speed (Bps/kbps) :397/3

orgin->sink: org pre->post, reply pre->post dev=5->3/3->5 gwy=10.200.1.254/10.0.1.10
hook=post dir=org act=snat 10.0.1.10:60267->52.84.125.124:443(10.200.1.100:60267)
hook=pre dir=reply act=dnat 52.84.125.124:443->10.200.1.100:60267(10.0.1.10:60267)
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=00009bd8 tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0 N N

total session 129

Which of the following statements about the session diagnostic output is true?
A. The session is in ESTABLISHED state.
B. The session is in LISTEN state.

C. The session is in TIME_WAIT state.
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D. The session is in CLOSE_WAIT state.

Correct Answer: A
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