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QUESTION 1

What settings must you configure to ensure FortiGate generates logs for web filter activity on a firewall policy called Full
Access? (Choose two.) 

A. Enable Event Logging. 

B. Enable a web filter security profile on the Full Access firewall policy. 

C. Enable Log Allowed Traffic on the Full Access firewall policy. 

D. Enable disk logging. 

Correct Answer: BC 

 

QUESTION 2

Which statements about DNS filter profiles are true? (Choose two.) 

A. They can inspect HTTP traffic. 

B. They can redirect blocked requests to a specific portal. 

C. They can block DNS requests to known botnet command and control servers. 

D. They must be applied in firewall policies with SSL inspection enabled. 

Correct Answer: BC 

 

QUESTION 3

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization? 

A. It always authorizes the traffic without requiring authentication. 

B. It drops the traffic. 
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C. It authenticates the traffic using the authentication scheme SCHEME2. 

D. It authenticates the traffic using the authentication scheme SCHEME1. 

Correct Answer: D 

 

QUESTION 4

Examine the network diagram shown in the exhibit, then answer the following question: 

Which one of the following routes is the best candidate route for FGT1 to route traffic from the Workstation to the Web
server? 

A. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0] 

B. 0.0.0.0/0 [20/0] via 10.4.200.2, port2 

C. 10.4.200.0/30 is directly connected, port2 

D. 172.16.32.0/24 is directly connected, port1 

Correct Answer: D 

 

QUESTION 5

An administrator is running the following sniffer command: 

diagnose sniffer packet any "host 10.0.2.10" 3 

What information will be included in the sniffer output? (Choose three.) 

A. IP header 

B. Ethernet header 

C. Packet payload 
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D. Application header 

E. Interface name 

Correct Answer: ABC 
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