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QUESTION 1

What FortiGate feature can be used to prevent a cross-site scripting (XSS) attack? Response: 

A. Web application firewall (WAF) 

B. DoS policies 

C. Rate based IPS signatures 

D. One-arm sniffer 

Correct Answer: A 

 

QUESTION 2

Under what circumstance would you enable LEARN as the Action on a firewall policy? Response: 

A. You want FortiGate to compile security feature activity from various security-related logs, such as virus and attack
logs. 

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide recommendations for that
profile. 

C. You want to capture data across all traffic and security vectors, and receive learning logs and a report with
recommendations. 

D. You want FortiGate to automatically modify your firewall policies as it learns your networking behavior. 

Correct Answer: C 

 

QUESTION 3

To create a valid traffic shaping policy, which of the following matching criteria must align between a traffic 

shaping policy and a firewall policy? 

(Choose three.) 

Response: 

A. Source 

B. Schedule 

C. Service 

D. Destination 

E. Incoming interface 
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Correct Answer: ABC 

 

QUESTION 4

What is the purpose of the Policy Lookup feature? Response: 

A. It searches the matching policy based on an input criteria. 

B. It enables hidden security profiles with full logging capabilities and generates Learning Reports based on an input
criteria. 

C. It finds duplicate objects in firewall policies. 

D. It creates a new firewall policy based on an input criteria. 

Correct Answer: A 

 

QUESTION 5

Which of the following are IP pool types supported by FortiGate? 

(Choose three.) 

Response: 

A. Overload 

B. One-to-One 

C. Transparent 

D. Outgoing interface 

E. Port block allocation 

Correct Answer: ABC 
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