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QUESTION 1

Which of the following web filtering modes apply to full URL inspection? 

(Choose two.) 

Response: 

A. Proxy-based 

B. DNS-based 

C. Policy-based 

D. Flow-based 

E. IP-based 

Correct Answer: AB 

 

QUESTION 2

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does the FortiGate take? 

Response: 

A. It blocks all future traffic for that IP address for a configured interval. 

B. It archives the data for that IP address. 

C. It provides a DLP block replacement page with a link to download the file. 

D. It notifies the administrator by sending an email. 

Correct Answer: A 

 

QUESTION 3

What is Diffie Hellman? Response: 

A. An algorithm and agreement method for two peers to independently calculate a common private key after sharing
only their public keys 

B. An algorithm for generating a public and private key 

C. An agreement method for authenticating two peers using a pre-shared key 

D. An agreement method for negotiating an IKE security association (SA) 

Correct Answer: A 
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QUESTION 4

Examine the exhibit, which shows the output of a web filtering real time debug. 

Why is the site www.bing.com being blocked? Response: 

A. The web server IP address 204.79.197.200 is categorized by FortiGuard as Malicious Websites. 

B. The rating for the web site www.bing.com has been locally overridden to a category that is being blocked. 

C. The web site www.bing.com is categorized by FortiGuard as Malicious Websites. 

D. The user has not authenticated with the FortiGate yet. 

Correct Answer: A 

 

QUESTION 5

Which of the following IPsec parameters is a phase 2 configuration setting? Response: 

A. Peer ID 

B. eXtended Authentication (XAuth) 

C. Quick mode selectors 

D. Authentication method 

Correct Answer: C 
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