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QUESTION 1

FortiGate scans packets for matches in a specific order for application control. Which option provides the correct
sequence order?

Response:

A. Static domain overrides -> application overrides -> filter overrides
B. Categories -> application overrides -> filter overrides

C. Application overrides -> filter overrides -> categories

D. Rate based overrides -> filter overrides -> categories

Correct Answer: C

QUESTION 2

Which of the following protocols is used to encrypt the user data payload in an IPsec tunnel? Response:
A. AH

B. IKE

C. ISAKMP

D. ESP

Correct Answer: D

QUESTION 3

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does the FortiGate take?
Response:

A. It blocks all future traffic for that IP address for a configured interval.

B. It archives the data for that IP address.

C. It provides a DLP block replacement page with a link to download the file.

D. It notifies the administrator by sending an email.

Correct Answer: A

QUESTION 4
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Examine this output from the diagnose sys top command:

# diagnose sys top 1
Bun Time: 11 days, 3 hours and 2% minutes
ON, ON, 18, 991I; 971T, 528F, 160FKF

sshd 123 s 1.9 1.2
ipsengine 6l - 0.0 5.2
miglogd 45 s 0.0 4.5
pyfcgid 75 s 0.0 4.5
pyfcgid 73 5 0.0 3.9

Which statements about the output are true?
(Choose two.)

Response:

A. sshd is the process consuming most memory

B. sshd is the process consuming most CPU

C. All the processes listed are in sleeping state

D. The sshd process is using 123 pages of memory

Correct Answer: BC

QUESTION 5

Which of the following statements are true regarding the SD-WAN feature on FortiGate?
(Choose two.)

Response:

A. An SD-WAN static route does not require a next-hop gateway IP address.

B. Each member interface requires its own firewall policy to allow traffic.

C. SD-WAN provides route failover protection, but cannot load-balance traffic.

D. FortiGate supports only one SD-WAN interface per VDOM.

Correct Answer: AD
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