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QUESTION 1

If you\\'ve lost your password for the admin account on your FortiGate, how can you reset it? Response: 

A. Hard reboot the FortiGate. Click Reset Password on the login window. 

B. Hard reboot the FortiGate. Run the execute reset-password command from the CLI. 

C. Hard reboot the FortiGate. Through the local console, interrupt the boot loader by pressing any key and then log in as
maintainer. Enter the CLI commands required to set the password for the admin account. 

D. Hard reboot the FortiGate. Through the local console, once the FortiGate is booted up, log in as maintainer. Enter the
CLI commands to set the password for the admin account. 

Correct Answer: D 

 

QUESTION 2

Which statements best describe auto discovery VPN (ADVPN). 

(Choose two.) 

Response: 

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes. 

B. ADVPN is only supported with IKEv2. 

C. Tunnels are negotiated dynamically between spokes. 

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance. 

Correct Answer: AC 

 

QUESTION 3

Which remote device\\'s logs can you display in the FortiGate GUI by configuring the log setting\\'s GUI Preferences? 

Response: 

A. Disk 

B. FortiAnalyzer 

C. Syslog 

D. FortiSIEM 

Correct Answer: B 
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QUESTION 4

Which of the following statements are true about route-based IPsec VPNs? 

(Choose two.) 

Response: 

A. A virtual IPsec interface is automatically created after a phase 1 is added to the configuration 

B. They require firewall policies with the Action set to IPsec 

C. They support L2TP-over-IPsec tunnels 

D. They can be created in transparent mode VDOMs 

Correct Answer: AC 

 

QUESTION 5

Which statements about antivirus scanning using flow-based full scan are true? 

(Choose two.) 

Response: 

A. The antivirus engine starts scanning a file after the last packet arrives. 

B. It does not support FortiSandbox inspection. 

C. FortiGate can insert the block replacement page during the first connection attempt only if a virus is detected at the
start of the TCP stream. 

D. It uses the compact antivirus database. 

Correct Answer: AC 
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