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QUESTION 1

An administrator has configured central DNAT and Virtual IPs. Which of the following can be selected in the
firewall policy Destination Address field?

(Choose two.)

Response:

A. VIP object

B. Mapped IP address object of the VIP

C. Address object all

D. IP pool

Correct Answer: BC

QUESTION 2

Which traffic inspection features can be executed by a security processor (SP)?
(Choose three.)

Response:

A. TCP SYN proxy

B. SIP session helper

C. Proxy-based antivirus

D. Attack signature matching

E. Flow-based web filtering

Correct Answer: ADE

QUESTION 3
Under what circumstance would you enable LEARN as the Action on a firewall policy? Response:

A. You want FortiGate to compile security feature activity from various security-related logs, such as virus and attack
logs.

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide recommendations for that
profile.

C. You want to capture data across all traffic and security vectors, and receive learning logs and a report with
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recommendations.
D. You want FortiGate to automatically modify your firewall policies as it learns your networking behavior.

Correct Answer: C

QUESTION 4

Which statements correctly describe transparent mode operation?

(Choose three.)

Response:

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets.

B. The transparent FortiGate is visible to network hosts in an IP traceroute.

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network.
D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses.

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2.

Correct Answer: CDE

QUESTION 5

Which of the following are differences between IPsec main mode and IPsec aggressive mode?
(Choose two.)

Response:

A. Aggressive mode supports XAuth, while main mode does not.

B. Six packets are usually exchanged during main mode, while only three packets are exchanged during aggressive
mode.

C. The first packet of aggressive mode contains the peer ID, while the first packet of main mode does not.
D. Main mode cannot be used for dialup VPNs, while aggressive mode can.

Correct Answer: BC
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