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QUESTION 1

Which statements about high availability (HA) for FortiGates are true?

(Choose two.)

Response:

A. Virtual clustering can be configured between two FortiGate devices with multiple VDOM.
B. Heartbeat interfaces are not required on the primary device.

C. HA management interface settings are synchronized between cluster members.

D. Sessions handled by UTM proxy cannot be synchronized.

Correct Answer: AC

QUESTION 2

Which of the following are differences between IPsec main mode and IPsec aggressive mode?
(Choose two.)

Response:

A. Aggressive mode supports XAuth, while main mode does not.

B. Six packets are usually exchanged during main mode, while only three packets are exchanged during aggressive
mode.

C. The first packet of aggressive mode contains the peer ID, while the first packet of main mode does not.
D. Main mode cannot be used for dialup VPNs, while aggressive mode can.

Correct Answer: BC

QUESTION 3

View the exhibit.
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#diagnose harcware sysinfo shm

SHM COUNTER: 10316

SHM allocated: 6176437592

SHM total: 1572380072

conserve mode: on-mem

system last entered: Fri Jun 3 10:16:39 2018
sys fd last entered: n/a

SHM FS total: 16078086976

SHM FS5 free: 960134272

SHM FS avail: 000134272

SHM FS alloc: 617672704

Based on this output, which statements are correct?

(Choose two.)

Response:

A. FortiGate generated an event log for system conserve mode.
B. FortiGate has entered in to system conserve mode.

C. By default, the FortiGate blocks new sessions.

D. FortiGate changed the global av-failopen settings to idledrop.

Correct Answer: BC

QUESTION 4

An administrator has configured a route-based IPsec VPN between two FortiGates. Which statement about this IPsec
VPN configuration is true?

Response:

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub and spoke topology.

C. The IPsec firewall policies must be placed at the top of the list.

D. A virtual IPsec interface is automatically created after the phase 1 configuration is completed.

Correct Answer: D
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QUESTION 5

An administrator observes that the portl interface cannot be configured with an IP address. What can be
the reasons for that?

(Choose three.)

Response:

A. The interface has been configured for one-arm sniffer.

B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

Correct Answer: ABC
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