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QUESTION 1

If youl\'ve lost your password for the admin account on your FortiGate, how can you reset it? Response:
A. Hard reboot the FortiGate. Click Reset Password on the login window.

B. Hard reboot the FortiGate. Run the execute reset-password command from the CLI.

C. Hard reboot the FortiGate. Through the local console, interrupt the boot loader by pressing any key and then log in as
maintainer. Enter the CLI commands required to set the password for the admin account.

D. Hard reboot the FortiGate. Through the local console, once the FortiGate is booted up, log in as maintainer. Enter the
CLI commands to set the password for the admin account.

Correct Answer: D

QUESTION 2

What FortiGate feature can be used to block a ping sweep scan from an attacker? Response:
A. Web application firewall (WAF)

B. Rate based IPS signatures

C. One-arm sniffer

D. DoS policies

Correct Answer: B

QUESTION 3

View the Exhibit.

FortiGate 1 FortiGate 2
s - T :
- porrl == = ’ e
10.0.1. 254724 — portl portd S porto6 o
: - 10.200.1.2/24 10.200.1.1/24 10.0.2.254/24

The administrator needs to confirm that FortiGate 2 is properly routing that traffic to the 10.0.1.0/24 subnet.
The administrator needs to confirm it by sending ICMP pings to FortiGate 2 from the CLI of FortiGate 1.
What ping option needs to be enabled before running the ping?

Response:

A. Execute ping-options source portl
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B. Execute ping-options source 10.200.1.1.
C. Execute ping-options source 10.200.1.2
D. Execute ping-options source 10.0.1.254

Correct Answer: D

QUESTION 4

An administrator needs to be able to view logs for application usage on your network. What configurations
are required to ensure that FortiGate generates logs for application usage activity?

(Choose two.)

Response:

A. Enable a web filtering profile on the firewall policy.

B. Create an application control policy.

C. Enable logging on the firewall policy.

D. Enable an application control security profile on the firewall policy.

Correct Answer: CD

QUESTION 5
Under what circumstance would you enable LEARN as the Action on a firewall policy? Response:

A. You want FortiGate to compile security feature activity from various security-related logs, such as virus and attack
logs.

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide recommendations for that
profile.

C. You want to capture data across all traffic and security vectors, and receive learning logs and a report with
recommendations.

D. You want FortiGate to automatically modify your firewall policies as it learns your networking behavior.

Correct Answer: C
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