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QUESTION 1

Which of the following statements best describes what a Public Certificate Authority (CA) is?

A. A service that provides a digital certificate each time a user is authenticating

B. An entity that certifies that the information contained in a digital certificate is valid and true.

C. The FortiGate process in charge of generating digital certificates on the fly for SSL inspection purposes
D. A service that validates digital certificates for certificate-based authentication purposes

Correct Answer: D

QUESTION 2

Acme Web Hosting is replacing one of their firewalls with a FortiGate. It must be able to apply port forwarding to their
back-end web servers while blocking virus uploads and TCP SYN floods from attackers. Which operation mode is the
best choice for these requirements?

A. NAT/route

B. NAT mode with an interface in one-arm sniffer mode

C. Transparent mode

D. No appropriate operation mode exists

Correct Answer: A

QUESTION 3

Which of the following items is NOT a packet characteristic matched by a firewall service object?
A. ICMP type and code

B. TCP/UDP source and destination ports

C. IP protocol number

D. TCP sequence number

Correct Answer: D

QUESTION 4

Review the IKE debug output for IPsec shown in the exhibit below.
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:Remote_1: link 18 1dle 2 10.200.1.1->10.200.3.1:500 dpd=1 seqno=34

Which statements is correct regarding this output?

A. The output is a phase 1 negotiation.

B. The output is a phase 2 negotiation.

C. The output captures the dead peer detection messages.
D. The output captures the dead gateway detection packets.

Correct Answer: C

QUESTION 5

Which of the following statements are true regarding the web filtering modes? (Choose two.)
A. Proxy based mode allows for customizable block pages to display when sites are prevented.
B. Proxy based mode requires more resources than flow-based.

C. Flow based mode offers more settings under the advanced configuration section of the GUI.
D. Proxy based mode offers higher throughput than flow-based mode.

Correct Answer: AB
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