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QUESTION 1

An administrator learns that some security settings in a cluster have been changed. The environment is out of
compliance with required policies.

Which function should be used to revert any settings that have changed from the defaults and prevent further
violations?

A. Cluster Lockdown with strong password enforcement

B. Advanced Intrusion Detection Environment (AIDE)

C. Security Configuration Management Automation (SCMA)
D. Defense Information Systems Agency STIG enforcement
Correct Answer: C

Reference: https://portal.nutanix.com/page/documents/details?targetld=Nutanix-Security-Guide-v5_17:secsecurity-scma-
implementation-wc-c.html

QUESTION 2

An administrator is concerned that Prism will be inaccessible if Active Directory is unable to process logins. Which
method should the administrator use to access the cluster in the event of this type of outage?

A. Manage the cluster by using the "nutanix" user on the Prism leader CVM
B. Create and use an emergency local account on the cluster

C. Deploy an Active Directory server locally on the cluster

D. Manage the cluster remotely by downloading ncli to a remote workstation

Correct Answer: B

QUESTION 3

Refer to the exhibit.
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An administrator has an existing cluster and needs to improve performance using AHV Turbo. Which two items are
required to achieve even greater performance? (Choose two.)

A. Workloads are multi-threaded.

B. VMs have one vCPU configured.
C. VMs have multi-queue disabled.
D. VMs have more than one vCPU.

Correct Answer: AD

QUESTION 4
A customer has Metro Availability configured in Automatic Resume Mode between Site A and Site B.
What happens to VMs if Primary Site A has full network failure?

A. Automatic protection domain promotion in Site B. VMs automatically restart in Site
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B. VMs continue to run on Site A following an automatic disable of protection domains.
C. An administrator must unwitness in Site B and promote protection domains in Site B for VMs to restart
D. An administrator must promote protection domains in Site B for VMs to restart.

Correct Answer: A

Scenario Behavior based on MA Configuration

Witness Mode Automatic Resume Manual Mode
Mode

Site 1 Outage or complete | Automatically Failover | Automatically Failover | Admin action to activate
network failure in Site 1 to Site 2 to Site 2 PD on Site 2 and restart
VMs
Site 2 Outage or complete | VMs conlinue to run on | Automatically Failover | Pause all VMs until admin
network failure in Site 2 Site 1 _ toSite1 | action _
Connection loss between | VMs continue to run on | VMs continue to run Pause all VMs until admin
Site 1 & 2 a.k.a Network Site 1 after timeout action
Partition l
Metro Availability Witness | No impact however No impact however Not Applicable
Failure ability to recover ability to recover
automalically in some | automatically in some

_ _ scenarios is lost. scenarios is lost. |
Connection loss between | VMs continue to run on | Not Applicable Not Applicable
Site 1 & Witness Site 1 |
Connection loss between | VMs continue to run on | Not Applicable Not Applicable
Site 2 & Witness Site 1
Connection loss between VMs continue to run on | Not Applicable Not Applicable
Witness and BOTH sites Site 1
or Witness Failure
Failure at both Site 1 and | Administrator Administrator Administrator intervention
Site 2 intervention required intervention required required
Connection loss between | Pause all VMs on Site | Don't failover. Log & Power down all VMs
Site 1 & Site 2, and Site 1 | 1 until admin action. Alert
and the Witness

Reference: http://www.joshodgers.com/2016/06/15/whats-next-2016-metro-availability-witness/

QUESTION 5

An administrator needs to forecast infrastructure requirements for a new program and its associated applications. Prior
to the projected start of the new program, all existing applications will be decommissioned. How should the administrator
perform this task?

A. Check the Disregard Existing Workloads radio button in the Runway scenario.

B. Check the Disregard Existing Nodes radio button in the Runway scenario.

C. Add up the recovered workloads and manually remove from the Runway configuration.
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D. Power down the workloads during a maintenance window and run the Capacity Runway.

Correct Answer: A
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