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QUESTION 1

Which of the following is indicative of an FTP bounce? 

A. Arbitrary IP address 

B. Reverse DNS lookups 

C. Same Port Number 

D. File Transfer Success 

Correct Answer: A 

 

QUESTION 2

A user reports that a new VoIP phone works properly, but the computer that is connected to the phone cannot access
any network resources. Which of the following MOST likely needs to be configured correctly to provide network
connectivity to the computer? 

A. Port duplex settings 

B. Port aggregation 

C. ARP settings 

D. VLAN tags 

E. MDIX settings 

Correct Answer: D 

VLAN (virtual LAN) tags are used to identify packets as belonging to a particular VLAN. VLANs are used to segment a
network into logical sub-networks, and each VLAN is assigned a unique VLAN tag. If the VLAN tag is not configured
correctly, the computer may not be able to access network resources. 

 

QUESTION 3

Which of the following would be BEST to use to detect a MAC spoofing attack? 

A. Internet Control Message Protocol 

B. Reverse Address Resolution Protocol 

C. Dynamic Host Configuration Protocol 

D. Internet Message Access Protocol 

Correct Answer: B 

Reverse Address Resolution Protocol . Can be used to ask what a machine\\'s IP address is based on it\\'s MAC
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address. If the adress has been spoofed it will obviously show a different IP than the one it is expecting to see 

 

QUESTION 4

A coffee shop owner hired a network consultant to provide recommendations for installing a new wireless network. The
coffee shop customers expect high speeds even when the network is congested. Which of the following standards
should the consultant recommend? 

A. 802.11ac 

B. 802.11ax 

C. 802.11g 

D. 802.11n 

Correct Answer: B 

802.11ax is the latest and most advanced wireless standard, providing higher speeds, lower latency, and more capacity
than previous standards. It also supports OFDMA, which allows multiple devices to share a channel and reduce
congestion. The other options are older standards that have lower bandwidth, range, and efficiency than 802.11ax.
Therefore, 802.11ax is the best option for the coffee shop owner who wants to provide high speeds even when the
network is congested. 

 

QUESTION 5

Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility
at the same time. Which of the following allows the enforcement of this policy? 

A. Motion detection 

B. Access control vestibules 

C. Smart lockers 

D. Cameras 

Correct Answer: B 

Access control vestibules can ensure that each individual\\'s entry into the datacenter is separately recorded by a card
reader, even when multiple employees enter the facility at the same time. Access control vestibules are small rooms
with two doors that require authorized individuals to present their access cards to enter or exit. The vestibules ensure
that only authorized individuals enter the datacenter, and their entry is individually recorded by the card reader. Once
the first door is closed, the employee must present their card again to enter the second door. This double-entry system
ensures that access to the datacenter is controlled and recorded accurately. 
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