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QUESTION 1

An administrator recently implemented new SOHO routers for a company\\'s teleworking employees. Before deploying
the routers, the administrator changed the default credentials and disabled unnecessary services. Within a few days of
deployment, hackers gained access to the routers. Which of the following is the MOST important thing the administrator
forgot to do? 

A. Disable unused physical router ports. 

B. Generate new encryption keys. 

C. Upgrade the router firmware. 

D. Create a database of file hashes on the router. 

Correct Answer: A 

 

QUESTION 2

A consultant is working with two international companies. The companies will be sharing cloud resources for a project. 

Which of the following documents would provide an agreement on how to utilize the resources? 

A. MOU 

B. NDA 

C. AUP 

D. SLA 

Correct Answer: A 

A memorandum of understanding (MOU) is a document that describes an agreement between two or more parties on
how to utilize shared resources for a project. An MOU is not legally binding, but it outlines the expectations and
responsibilities of each party involved in the collaboration. An MOU can be used when two international companies want
to share cloud resources for a project without creating a formal contract. References:
https://www.comptia.org/training/books/network-n10-008-study-guide (page 405) 

 

QUESTION 3

A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely
use to connect a modem to the ISP? 

A. Coaxial 

B. Single-mode fiber 

C. Cat 6e 

D. Multimode fiber 
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Correct Answer: A 

Coaxial cables are commonly used in cable television and broadband cable Internet installations. They are typically
used to connect the cable modem to the wall outlet or the cable modem termination system (CMTS) provided by the
ISP. 

 

QUESTION 4

A network administrator is troubleshooting a connectivity performance issue. As part of the troubleshooting process, the
administrator performs a traceout from the client to the server, and also from the server to the client. While comparing
the outputs, the administrator notes they show different hops between the hosts. Which of the following BEST explains
these findings? 

A. Asymmetric routing 

B. A routing loop 

C. A switch loop 

D. An incorrect gateway 

Correct Answer: A 

Asymmetric routing is when the flow of packets in one direction passes through a different interface than that used for
the return path 

 

QUESTION 5

Users within a corporate network need to connect to the Internet, but corporate network policy does not allow direct
connections. Which of the following is MOST likely to be used? 

A. Proxy server 

B. VPN client 

C. Bridge 

D. VLAN 

Correct Answer: A 
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