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QUESTION 1

Which of the following attacks becomes more effective because of global leakages of users\\' passwords? 

A. Dictionary 

B. Brute-force 

C. Phishing 

D. Deauthentication 

Correct Answer: B 

Brute-force attacks involve trying all possible combinations of passwords until the correct one is found. Global leakages
of users\\' passwords, such as through data breaches, provide attackers with a larger pool of potential passwords to try,
making brute-force attacks more effective and potentially quicker in gaining unauthorized access to accounts or
systems. 

 

QUESTION 2

Which of the following layers of the OSI model lies between the transport layer and the network layer? 

A. Application 

B. Data link 

C. Session 

D. Presentation 

Correct Answer: D 

 

QUESTION 3

An auditor assessing network best practices was able to connect a rogue switch into a network Jack and get network
connectivity. Which of the following controls would BEST address this risk? 

A. Activate port security on the switchports providing end user access. 

B. Deactivate Spanning Tree Protocol on network interfaces that are facing public areas. 

C. Disable Neighbor Resolution Protocol in the Layer 2 devices. 

D. Ensure port tagging is in place for network interfaces in guest areas 

Correct Answer: A 

Activate port security on the switchports providing end user access would BEST address the risk of a rogue switch
being connected to the network. Port security limits the number of devices that can connect to a particular switchport,
thereby preventing unauthorized devices from connecting to the network. By limiting the number of MAC addresses
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allowed on each switchport, the network administrator can help prevent rogue devices from connecting and potentially
causing security issues. 

 

QUESTION 4

Which of the following needs to be tested to achieve a Cat 6a certification for a company\\'s data cawing? 

A. RJ11 

B. LC ports 

C. Patch panel 

D. F-type connector 

Correct Answer: C 

To achieve a Cat 6a certification for a company\\'s data cabling, the patch panel needs to be tested. 

A patch panel is a device that allows cables to be terminated and then connected to a switch, router, or other networking
device. It is a central location for all of the incoming and outgoing cabling for a network. When certifying a Cat 6a cabling
installation, the patch panel needs to be tested to ensure that it meets the standards for Cat 6a performance. 

 

QUESTION 5

Which of the following topologies requires me MOST connections when designing a network? 

A. Mesh 

B. Star 

C. Bus 

D. Ring 

Correct Answer: A 
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