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QUESTION 1

A network administrator is performing a major to the upgrade to the network. Which of the following should the
administrator use in a case of a failure? 

A. Baseline report 

B. Vulnerability report 

C. Rollback plan 

D. Business continuity plan 

Correct Answer: A 

 

QUESTION 2

Which of the following is a system of notation that uses base 16 rather than base 10? 

A. Hex 

B. Octal 

C. Binary 

D. CIDR 

Correct Answer: A 

 

QUESTION 3

Which of the following devices would allow a network administrator to block an application at Layer7 on the network? 

A. Firewall 

B. NGFW 

C. Router 

D. Spam filter 

Correct Answer: B 

 

QUESTION 4

Which of the following ports would have to be allowed through a firewall to allow SNMP traffic to pass on its default
port? (Select TWO). 

A. 22 
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B. 23 

C. 143 

D. 161 

E. 162 

F. 8080 

Correct Answer: DE 

 

QUESTION 5

A security team needs to restrict access to a wireless network in a certain area. Which of the following would be used to
enforce this restriction? 

A. Geofencing 

B. WPA2-PSK 

C. EAP-TLS 

D. VLAN tagging 

Correct Answer: A 
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