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QUESTION 1

A technician needs to install a server to authenticate remote users before they have access to corporate network
resources when working from home. Which of the following servers should the technician implement? 

A. DNSSEC 

B. PPP 

C. RAS 

D. VLAN 

E. NAT 

Correct Answer: C 

 

QUESTION 2

A technician is troubleshooting a wired device on the network. The technician notices that the link light on the NIC does
not illuminate. After testing the device on a different RJ-45 port, the device connects successfully. Which of the following
is causing this issue? 

A. EMI 

B. RFI 

C. Cross-talk 

D. Bad wiring 

Correct Answer: D 

The question states that the device worked on a different port. This indicates that the wiring is faulty. 

 

QUESTION 3

A technician has been receiving excessive complaints about malware and random ads popping up on users\\'
workstations. The technician checked several computers and found that the OS updates are current. Which of the
following is the NEXT step the technician should perform? 

A. Check for software patches. 

B. Verify driver settings. 

C. Use a VPN. 

D. Execute performance optimization. 

Correct Answer: A 
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QUESTION 4

Upon arrival at work, an administrator is informed that network users cannot access the file server. The administrator
logs onto the server and sees the updates were automatically installed and the network connection shows limited and
no availability. Which of the following needs to be rolled back? 

A. The browser on the server 

B. The server\\'s NIC drivers 

C. The server\\'s IP address 

D. The antivirus updates 

Correct Answer: B 

 

QUESTION 5

After noticing performance degradation on the network, a systems administrator determines a significant amount of data
is passing through the firewall on port 23. The systems administrator wants to prevent this unauthorized access and
also wants only to allow remote administration of a server at address 10.1.1.5, using a secure protocol. Which of the
following firewall rules should the systems administrator add to achieve these goals? (Select TWO). 

A. Deny any any any 23 

B. Deny any 23 any any 

C. Permit any any 10.1.1.5 22 

D. Permit 10.1.1.5 22 any any 

E. Permit any any any 22 

F. Deny 10.1.1.5 23 any any 

Correct Answer: AC 
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