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QUESTION 1

The network install is failing redundancy testing at the MDF. The traffic being transported is a mixture of multicast and
unicast signals. Which of the following would BEST handle the rerouting caused by the disruption of service? 

A. Layer 3 switch 

B. Proxy server 

C. Layer 2 switch 

D. Smart hub 

Correct Answer: A 

The question states that the traffic being transported is a mixture of multicast and unicast signals. There are three basic
types of network transmissions: broadcasts, which are packets transmitted to every node on the network; unicasts,which
are packets transmitted to just one node; and multicasts, which are packets transmitted to a group of nodes. Multicast is
a layer 3 feature of IPv4 and IPv6. Therefore, we would need a layer 3 switch (or a router) to reroute the traffic. Unlike
layer 2switches that can only read the contents of the data-link layer protocol header in the packets they process, layer
3 switches can read the (IP) addresses in the network layer protocol header as well. 

 

QUESTION 2

A technician receives a report that a user\\'s workstation is experiencing no network connectivity. The technician
investigates and notices the patch cable running from the back of the user\\'s VoIP phone is routed directly under the
rolling chair and has been smashes flat over time. Which of the following is the most likely cause of this issue? 

A. Cross-talk 

B. Electromagnetic interference 

C. Excessive collisions 

D. Split pairs 

Correct Answer: C 

 

QUESTION 3

A SQL server needs several terabytes of disk space available to do an uncompressed backup of a database. Which of
the following devices would be the MOST cost efficient to use for this backup? 

A. iSCSI SAN 

B. FCoE SAN 

C. NAS 

D. USB flash drive 
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Correct Answer: C 

 

A NAS is a Network Attached Storage device; typically a bunch of cheap hard disks, usually arranged in a Raid and
consisting of either SAS (serial attached SCSI) or Sata disks just like the ones in most desktops. 

A NAS is essentially a file server that connects to an Ethernet network and is configured with a TCP/IP address. A NAS
supports Windows networking and works at the file level as opposedto a SAN (Storage Area Network) which works at
the 

block level when dealing with data. You can access file shares on a NAS in the same way that you would access file
shares on a file server. 

A NAS is a much cheaper option than a SAN. 

 

QUESTION 4

An employee wishes to use a personal cell phones for work- related purposes, including storage of sensitive company
data, during long business trips. Which of the following is needed to protect BOTH the employee and the company? 

A. An NDA ensuring work data stored on the personal phone remains confidential 

B. An AUP covering how a personal phone may be used for work matters 

C. A consent to monitoring policy covering company audits of the personal phone 

D. Real-time remote monitoring of the phone\\'s activity and usage 

Correct Answer: D 

 

QUESTION 5

Which of the following protocols provides a secure connection between two networks? 

A. L2TP 

B. IPSec 

C. PPP 

D. PPTP 

Correct Answer: B 
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