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QUESTION 1

A System APl is designed to retrieve data from a backend system that has scalability challenges.
What API policy can best safeguard the backend system?

A. IP whitelist

B. SLA-based rate limiting

C. OAuth 2 token enforcement

D. Client ID enforcement

Correct Answer: A

Reference: https://dzone.com/articles/how-to-secure-apis

QUESTION 2
The implementation of a Process API must change.
What is a valid approach that minimizes the impact of this change on API clients?

A. Update the RAML definition of the current Process API and notify API client developers by sending them links to the
updated RAML definition.

B. Postpone changes until APl consumers acknowledge they are ready to migrate to a new Process API or API version.

C. Implement required changes to the Process APl implementation so that, whenever possible, the Process API\\'s
RAML definition remains unchanged.

D. Implement the Process API changes in a new APl implementation, and have the old APl implementation return an
HTTP status code 301 - Moved Permanently to inform API clients they should be calling the new APl implementation.

Correct Answer: A

QUESTION 3

When designing an upstream API and its implementation, the development team has been advised to NOT set timeouts
when invoking a downstream API, because that downstream API has no SLA that can be relied upon. This is the only
downstream API dependency of that upstream API.

Assume the downstream API runs uninterrupted without crashing.

What is the impact of this advice?

A. An SLA for the upstream API CANNOT be provided.

B. The invocation of the downstream API will run to completion without timing out.
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C. A default timeout of 500 ms will automatically be applied by the Mule runtime in which the upstream API
implementation executes.

D. A load-dependent timeout of less than 1000 ms will be applied by the Mule runtime in which the downstream API
implementation executes.

Correct Answer: C

QUESTION 4

What Mule application deployment scenario requires using Anypoint Platform Private Cloud Edition or Anypoint Platform
for Pivotal Cloud Foundry?

A. When it is required to make ALL applications highly available across multiple data centers.

B. When it is required that ALL APIs are private and NOT exposed to the public cloud.

C. When regulatory requirements mandate on-premises processing of EVERY data item, including meta-data.
D. When ALL backend systems in the application network are deployed in the organization\\'s intranet.

Correct Answer: C

QUESTION 5

Refer to the exhibit.

Web
DB
App ;
Mobile °®° ) v
App

An organization needs to enable access to their customer data from both a mobile app and a web
application, which each need access to common fields as well as certain unique fields.
The data is available partially in a database and partially in a 3rd-party CRM system.

What APIs should be created to best fit these design requirements?
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. A Process AP that contains the data required by both the web ard mobile apps, allowing these applications to invcke it directly and access the data they need thereby providing the flexibility to add more fields in the future without needing
APl changes.

Web
App Common
F‘AF“
Mubile / \
App

+ B. One set of APls (Experience API, Process API, and System API) for the web app, and another set for the mobile app.
Web Web Web
EAPI PAPI SAPI
Web
) I B S
IMobile
App L5 % ‘?’ ‘
Mublle Moblle Muhile
EAPI PAPI SAPI

© C. Separate Cxpsiience APls for the mobile and web app, but a common Process API that invokes separate Systsm APls created for the database and CRM system

Web
EAPI SAPI

wEd—~ T e —L
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App
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EAPI SAPL

@ D. Acommon Experience APl used by both the web and mabile apps, but separate Process APls for the web and mobile apps that interact with the database and the CRM System.

Web
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: C
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