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QUESTION 1

You have a Microsoft 365 E5 tenant. 

You need to be notified when emails with attachments that contain sensitive personal data are sent to external
recipients. 

Which two policies can you use? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. a data loss prevention (DLP) policy 

B. a sensitivity label policy 

C. a Microsoft Cloud App Security file policy 

D. a communication compliance policy 

E. a retention label policy 

Correct Answer: AD 

 

QUESTION 2

You have a new Microsoft 365 E5 tenant. 

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative
privileges is detected. 

What should you do first? 

A. Enable auditing. 

B. Enable Microsoft 365 usage analytics. 

C. Create an Insider risk management policy. 

D. Create a communication compliance policy. 

Correct Answer: A 

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security
events, forensic investigations, internal investigations, and compliance obligations. Thousands of user and admin
operations performed in dozens of Microsoft 365 services and solutions are captured, recorded, and retained in your
organization\\'s unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk
teams, and compliance and legal investigators in your organization. This capability provides visibility into the activities
performed across your Microsoft 365 organization. 

Note: Permissions alert policies Example: Elevation of Exchange admin privilege Generates an alert when someone is
assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online. 
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Reference: 

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview 

https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies 

 

QUESTION 3

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in
the following table. 

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized
quarantine retention period? 

A. Policy1 and Policy2 only 

B. Policy2 and Policy4 only 

C. Policy3 and Policy4 only 

D. Policy1 and Policy3only 

Correct Answer: A 

 

QUESTION 4

You have a Microsoft 365 subscription. 

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10
characters. The following is a sample customer ID: 12-456-7890-abc-de- fghij. 

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. 

D18912E1457D5D1DDCBD40AB3BF70D5D 

What should you create to ensure that the DLP policy can detect the customer IDs? 

A. a sensitive information type 

B. a sensitivity label 

C. a supervision policy 
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D. a retention label 

Correct Answer: A 

Reference: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info- types?view=o365-worldwide 

 

QUESTION 5

You have a Microsoft 365 E5 subscription. 

You create an account tor a new security administrator named SecAdmin1. 

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft
Teams, SharePoint and OneDrive. 

Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Teams Administrator role. 

Does this meet the goal? 

A. Yes 

B. no 

Correct Answer: B 
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