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QUESTION 1

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements.

Your company has a Microsoft 365 subscription.

You are required to configure a policy from the Exchange admin center that alerts you when users receive infected
documents via email.

Solution: You create an anti-malware policy.
Does the solution meet the goal?

A. Yes

B. No

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-service-description/anti-
spam-and-anti-malware-protection

QUESTION 2
HOTSPOT

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the
files shown in the following table.
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Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device : Require [ Notconfiqgured ] J

Device Securily

Firewall Require Tol configured |
|Trusted Platform Module (TPM) ‘Require [ Noiconfigured W
|Antivirus 5 Require [ Noiconfigured 3
[Antisprrware I Require
Defender = s
|Microsoft Defender Antimalware Not configured ]
Microsoft Defender Antimalhware minimum T Not mnﬁg:.lrgd = T l
Version & [
Microsoft Defender Antimalware security P Require.. Mot .;.;,h}igumd |
intelligence up-do-date
[ﬁgg_l_-t_mpmtecﬁnn EENGETEE 2 Not configured |

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
1.

Name: AutoLabell

2.

Label to auto-apply: Sensitivityl

3.

Rules for SharePoint Online sites: Rule1-SPO

4.

Choose locations where you want to apply the label: Sitel

Rule1-SPO is configured as shown in the following exhibit.
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Windows 10 compliance policy
Windaws 10 and later

Encryption
Encryption of data storage on device Require

Device Securily

Firewall Require

[Trusted Platform Module (TPM) ( Require

[Antivirus © C Require 5{ confic

[Antispyware - _ Requre  CESSSSCTRITICES |
Defender

| Microsoft Defender Antimalware Not configured

Microsoft Defender Antimalware minimum Mot configured

VErsion

intelligence up-do-date

|Real-time protection Not configured

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Name Number of IP addresses in the file
File1.docx 1
File2.txt 2
File3.xlsx 5

Correct Answer:
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Edit rule

Name *
Rule1-SPO
Description

" Rulet .dE';Sli:I!'ipﬁﬂn

Conditions
We'll apply this policy to content that matches these conditions.
~ Content contains sensitive info types &)

=)

- Default | All of these
Sensitive info types
IP Address Accuracy | 85 lul 100 |Instance count 2 o Any | @

Add

Create group
+ Add condition

Save Cancel

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-
automatically?view=0365-worldwide https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-
labels?view=0365-worldwide

QUESTION 3

HOTSPOT

Your company uses Microsoft Cloud App Security.

You plan to integrate Cloud App Security and security information and event management (SIEM).
You need to deploy a SIEM agent on a server that runs Windows Server 2016.

What should you do? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
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Hot Area:

Answer Area
Statements

Userl can view Devicel in Windows Defender Security Center.

User2 can sign in to Windows Defender Security Center.

User3 can view Devicel in Windows Defender Security Center.

Correct Answer:

Answer Area
Statements
Userl can view Devicel in Windows Defender Security Center.

User2 can sign in to Windows Defender Security Center.

User3 can view Devicel in Windows Defender Security Center.

References: https://docs.microsoft.com/en-us/office365/securitycompliance/integrate-your-siem-server-with-

office-365-cas

QUESTION 4

You have a Microsoft 365 E5 subscription.

Yes

O

Yes
@

5
Q

Ql 1010 #

Ol B 1O F

You run an eDiscovery search that returns the following Azure Rights Management (Azure RMS) ?encrypted content:

1.

Microsoft Exchange emails

2.

Microsoft OneDrive documents

3.

Microsoft SharePoint documents

Which content can be decrypted when you export the eDiscovery search results?
A. Exchange emails only

B. SharePoint documents, OneDrive documents, and Exchange emails

C. OneDrive documents only
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D. SharePoint documents and OneDrive documents only
E. SharePoint documents only
Correct Answer: A

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/export-search-results?view=0365-worldwide

QUESTION 5

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint
Manager.

Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.
What should you create first?

A. a device configuration policy

B. a device compliance policy

C. C. a conditional access policy

D. an endpoint detection and response policy

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
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