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QUESTION 1

Organizational security policy requires a host-based firewall on endpoints. Some endpoints have applications where
documentation depicting network traffic flows is not readily available. Which of the following ENS 10.5 firewall features
should be used to develop rules for their firewall policy?

A. Location-aware Groups

B. Trusted Networks

C. Trusted Executables

D. Adaptive Mode

Correct Answer: B

QUESTION 2

The ENS administrator wants to monitor remotely the modification of files, but BigFix.exe is generating many false
positives. Which of the following should the ENS administrator do?

A. Exclude the file under Threat Prevention / Access Protection / Remotely creating or modifying Files or Folders.
B. Add the file as a High Risk Process under Threat Prevention / On Access Scan / Process settings.

C. Exclude the file under Common Options / Self Protection.

D. Add the file under Threat Prevention / Options/ Exclusions by detection name.

Correct Answer: C

QUESTION 3

An administrator wants to prevent incoming packets until the system reboots fully. Which of the following features
should be configured to allow this?

A. Treat McAfee GTI Match as an Intrusion

B. Allow Bridged Traffic

C. Allow Only Outgoing Traffic Until Firewall Services Have Started
D. Block All Untrusted Executables

Correct Answer: C

QUESTION 4

A user navigates to a website and notices a small blue square around an "M" in the upper-right corner of the Chrome
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browser. Which of the following does the blue color indicate within the toolbar?
A. Itis an internal website.

B. Web Control is disabled.

C. No rating is available.

D. It is a phishing website.

Correct Answer: C

QUESTION 5

An ePO administrator wants to configure system utilization for on-demand scanning to conform to best-practice
recommendations based on the ENS Product Guide. To do this, the administrator should:

A. set system utilization to "Normal" for systems with end-user activity and "Low" for systems with large volumes/little
end-user activity.

B. set system utilization to "Low" for systems with end-user activity and "Normal" for systems with large volumes/little
end-user activity.

C. set system utilization to "Low" for systems with end-user activity and "Low" for systems with large volumes/little end-
user activity.

D. set system utilization to "Below Normal" for systems with end-user activity and "Normal" for systems with large
volumesl/little end-user activity.

Correct Answer: A
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