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QUESTION 1
The ePO administrators have already tuned and configured dynamic application containment rules within the policy. In
which of the following ways will dynamic application containment protect against malware once enforcement is

enabled?

A. The scan engine will learn the behavior of the application and send up to GT1 for analysis, and then receive an action
to block all actions from the application\\'s process.

B. If an application\\'s reputation is below the threshold while triggering a block rule and is not an excluded application,
malicious behavior of the application will be contained.

C. The ENS client will receive the reputation as "highly suspicious"” from either the McAfee GTI or TIE server, and then
immediately uninstall the application on the system.

D. The adaptive threat protection scanner will send the file automatically to a preconfigured "Sandbox" folder and
analyze the application for malicious features before use.

Correct Answer: B

QUESTION 2

A security professional is configuring ENS for a client and wants to ensure applications will be prevented from executing
software locally from the browser or email client. Which of the following McAfee-defined rules should be implemented?

A. Creating new executable files in the Windows folder

B. Installing browser helper objects or shell extensions

C. Registering programs to autorun

D. Running files from common user folders by common programs

Correct Answer: B

QUESTION 3

A new ENS policy has been created and deployed, and a user contacts the help desk stating that a particular site is no
longer accessible. Which of the following ENS Web Control policy categories is the culprit?

A. Options

B. Content Actions

C. Browser Control

D. Enforcement Messaging

Correct Answer: D
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QUESTION 4

When configuring the Adaptive Threat Protection Options policy, which of the following is a rule assignment group that
needs to be selected to accommodate an environment consisting of high-change systems with frequent installations and
updates of trusted software?

A. Adaptive

B. Productivity

C. Balanced

D. Security

Correct Answer: D

QUESTION 5

Which of the following server roles has a McAfee-defined policy bundled with the product?
A. Exchange

B. Internet Information Services (IIS)

C. Active Directory

D. SQL

Correct Answer: B
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