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QUESTION 1

Which of the following methods should an administrator enable to address possible buffer overflow conditions?
A. On-demand Scan

B. Exploit Prevention

C. Access Protection rules

D. McAfee GTI feedback

Correct Answer: B

QUESTION 2

Organizational security policy requires a host-based firewall on endpoints. Some endpoints have applications where
documentation depicting network traffic flows is not readily available. Which of the following ENS 10.5 firewall features
should be used to develop rules for their firewall policy?

A. Location-aware Groups

B. Trusted Networks

C. Trusted Executables

D. Adaptive Mode

Correct Answer: B

QUESTION 3

The ePO administrator sees the ENS firewall has been disabled on an endpoint in ePO. The end user states that no
changes were made to the McAfee products on the endpoint in question.

Which of the following questions should the administrator ask the end user about the McAfee icon to validate that the
ENS firewall might be disabled?

A. Is the icon flashing/blinking?

B. Has the endpoint emitted a notification/alert sound (e.g., an error sound)?
C. Is there a notification bubble displayed in the system notification area?

D. Is the icon a color gray with a red/white exclamation mark?

Correct Answer: B

QUESTION 4
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Organizational security policy has recently mandated users be made aware of potentially malicious links. Which of the
following features of ENS 10.5 can be used to accomplish this task?

A. Rating Actions
B. Sensitivity Level
C. Event Logging
D. Browser Control

Correct Answer: D

QUESTION 5

When planning for a policy migration, in which of the following circumstances should automatic migration be used,
rather than manual migration?

A. When fine-tuning assignments

B. When migrating smaller environments

C. When migrating settings to single-platform policies
D. When using multiple custom policies

Correct Answer: D
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