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QUESTION 1

A security professional is configuring ENS for a client and wants to ensure applications will be prevented from executing
software locally from the browser or email client. Which of the following McAfee-defined rules should be implemented?

A. Creating new executable files in the Windows folder

B. Installing browser helper objects or shell extensions

C. Registering programs to autorun

D. Running files from common user folders by common programs

Correct Answer: B

QUESTION 2

In which of the following ways does Dynamic App Containment protect against malware?
A. It checks for spyware, unwanted programs, and viruses based on known patterns.

B. It monitors communication between the computer and the network.

C. It detects malicious files and activities using machine-learning techniques.

D. It limits the actions unknown applications can take on the end system.

Correct Answer: C

QUESTION 3

A company\\'s security posture requires the ENS firewall to be enabled; however, the team is unsure of communication
flows in the environment. In which of the following modes should the ePO administrator deploy the firewall policy to
achieve flow awareness?

A. Adaptive Mode

B. Interface Mode

C. Enforce Mode

D. Observe Mode

Correct Answer: B

QUESTION 4

The security team wants to schedule an on-demand scan to run at noon every day for all workstations. However, the
team would like to ensure system performance is not impacted because users may be working. Which of the following is
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a system utilization setting that meets this criteria?
A. Below normal

B. Low

C. Scan only when the system is idle

D. Normal

Correct Answer: D

QUESTION 5

On Windows 8 and 10 machines, Windows places a flag in the tile of an app, causing Windows to notify the user of a
problem and directing the user to the Windows Store to reinstall. This flag is placed on the tile when the Threat
Prevention scanner detects a threat in the path of an installed Windows Store app, and marks the application as:

A. malicious.

B. suspicious.

C. questionable.

D. tampered.

Correct Answer: A
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