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QUESTION 1

You have designed the firewall filter shown in the exhibit to limit SSH control traffic to yours SRX Series device without
affecting other traffic. Which two statement are true in this scenario? (Choose two.)

A. The filter should be applied as an output filter on the loopback interface.
B. Applying the filter will achieve the desired result.

C. Applying the filter will not achieve the desired result.

D. The filter should be applied as an input filter on the loopback interface.
Correct Answer: CD

Explanation: https://www.juniper.net/documentation//en_US/junos/topics/concept/firewall- filter-ex-series-evaluation-
understanding.html

QUESTION 2

You want to enforce | DP policies on HTTP traffic.

In this scenario, which two actions must be performed on your SRX Series device? (Choose two )
A. Choose an attacks type in the predefined-attacks-group HTTP-AII.

B. Disable screen options on the Untrust zone.

C. Specify an action of None.

D. Match on application junos-http.

Correct Answer: AD

Explanation: To enforce IDP policies on HTTP traffic on an SRX Series device, the following actions must be
performed:

Choose an attacks type in the predefined-attacks-group HTTP-AIll: This allows the SRX Series device to match on
specific types of attacks that can occur within HTTP traffic. For example, it can match on SQL injection or cross-site
scripting

(XSS) attacks.

Match on application junos-http: This allows the SRX Series device to match on HTTP traffic specifically, as opposed to
other types of traffic. It is necessary to properly identify the traffic that needs to be protected. Disabling screen options

on

the Untrust zone and specifying an action of None are not necessary to enforce IDP policies on HTTP traffic. The first
one is a feature used to prevent certain types of attacks, the second one is used to take no action in case of a match.

QUESTION 3
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Exhibit

Referring to the exhibit, which statement is true?

A. This custom block list feed will be used before the Juniper Secintel

B. This custom block list feed cannot be saved if the Juniper Seclntel block list feed is configured.
C. This custom block list feed will be used instead of the Juniper Seclintel block list feed

D. This custom block list feed will be used after the Juniper Seclintel block list feed.

Correct Answer: D

QUESTION 4

Exhibit
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You are not able to ping the default gateway of 192.168 100 1 (or your network that is located on your SRX Series
firewall. Referring to the exhibit, which two commands would correct the configuration of your SRX Series device?
(Choose two.)

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: C
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QUESTION 5

You are connecting two remote sites to your corporate headquarters site; you must ensure that all traffic is secured and
only uses a single Phase 2 SA for both sites.

In this scenario, which VPN should be used?

A. An IPsec group VPN with the corporate firewall acting as the hub device.

B. Full mesh IPsec VPNs with tunnels between all sites.

C. A hub-and-spoke IPsec VPN with the corporate firewall acting as the hub device.
D. A full mesh Layer 3 VPN with the corporate firewall acting as the hub device.
Correct Answer: A

Explanation: https://www.juniper.net/us/en/local/pdf/app-notes/3500202-en.pdf
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