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QUESTION 1

Using the Policy Controller API, which configuration would post Sky ATP with PE mode to the Policy Enforcer controller
configuration?

"configs": {

A. "sdsn": false "cloudonly": true }

B. "configs": { "sdsn": false "cloud": false } "configs": {
C. "sdsn": true "cloudonly": false }

D. "configs": { "sdsn": false "cloud": true }

Correct Answer: C

QUESTION 2

The Software-Defined Secure Networks Policy Enforcer contains which two components? (Choose two.)
A. SRX Series device

B. Sky ATP

C. Policy Controller

D. Feed Connector

Correct Answer: CD

QUESTION 3

Click the Exhibit button.
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Montor S Hosts

Host 182.168.1.159 &

Host Name: 182.168.1.159

Host Status: (O High threat level, recommend blocking host and investigating further @

Irvestigation Status:

Cpen g

Policy override Tor this host

Use configured policy ncluded in infected hosts feed) e

Referring to the exhibit, the host has been automatically blocked from communicating on the network because a
malicious file was downloaded. You cleaned the infected host and changed the investigation status to Resolved ?Fixed.

What does Sky ATP do if the host then attempts to download a malicious file that would result in a threat score of 10?

A. Sky ATP does not log the connection attempt and an SRX Series device does not allow the host to communicate on
the network.

B. Sky ATP logs the connection attempt and an SRX Series device does not allow the host to communicate on the
network.

C. Sky ATP logs the connection attempt and an SRX Series device allows the host to communicate on the network.

D. Sky ATP does not log the connection attempt and an SRX Series device allows the host to communicate on the
network.

Correct Answer: C

QUESTION 4

A customer has recently deployed a next-generation firewall, sandboxing software, cloud access security brokers
(CASB), and endpoint protection.

In this scenario, which tool would provide the customer with additional attack prevention?
A. Junos Space Cross Provisioning Platform

B. Contrail

C. Security Director Policy Enforcer

D. Network Director Inventory Manager

Correct Answer: C
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QUESTION 5

Click the Exhibit button.
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[edit security idp)
userfhoscg show
idp-pelicy example-idp-policy (
rulebase-ips {
rule rl {
match |
source—-address 10.1.0.0/146;
attacks |
predefined-attack-groups “HITP - All";
i
}
then |
action {
no-action!
}

notificacion {
log-attacks;
}
}

rule r2 {
match |
source—address 10.1.1.85/32;
attacks |
predefined-attack-groups “HITIF - All";
}
}

then {
action {
mark-diffserv |
-
}

}

rule r3 |
match {
source-address 10.0.0.0/8;
attacks |
predafined-attack-groups “HITF - All":
}
}
then |
action {
drop-connection;
1
}

rule r4§ |
match |
source—address any:
attacks |
predefined-attack-groups “HTTIP - All";
}
}
then {
action {
close-client-and-server;

}
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Referring to the exhibit, a user with IP address 10.1.1.85 generates a request that triggers the HTTP:EXT:DOT-LNK IDP
signature that is a member of the "HTTP ?All" predefined attack group.

In this scenario, which statement is true?

A. The session will be closed and a reset sent to the client and server.
B. A Differentiated Services code point value of 8 will be applied.

C. No action will be taken and the attack information will be logged.

D. The session will be dropped with no reset sent to the client or server.

Correct Answer: D
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