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QUESTION 1

Which two steps should be included in your security design process? (Choose two.) 

A. Identify external attackers 

B. Define safety requirements for the customer\\'s organization 

C. Identify the firewall enforcement points 

D. Define overall security policies 

Correct Answer: CD 

Reference: https://www.juniper.net/assets/us/en/local/pdf/whitepapers/2000591-en.pdf 

 

QUESTION 2

You are asked to include anti-malware features into an existing network design. Traffic from the infected machines must
be moved to a quarantined VLAN. 

Which product will provide this segregation? 

A. screens 

B. Sky ATP 

C. unified threat management 

D. Software Defined Secure Network 

Correct Answer: B 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-atp/informationproducts/pathway-
pages/sky-atp-admin-guide.pdf 

 

QUESTION 3

You are designing a solution to protect a service provider network against volumetric denial-of-service attacks. Your
main concern is to protect the network devices. Which two solutions accomplish this task? (Choose two.) 

A. next-generation firewall 

B. screens 

C. intrusion prevention system 

D. BGP FlowSpec 

Correct Answer: CD 
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Reference: https://www.juniper.net/documentation/en_US/day-one- books/DO_BGP_FLowspec.pdf 

 

QUESTION 4

Which two features are used to stop IP spoofing in and out of your network? (Choose two.) 

A. GeoIP 

B. firewall filters 

C. unicast reverse path forwarding 

D. IPS 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-attackerevasion-
technique.html 

 

QUESTION 5

You are designing an SDSN security solution for a new campus network. The network will consist of Juniper Networks
Policy Enforcer, Juniper Networks switches, third-party switches, and SRX Series devices. The switches and the SRX
Series devices will be used as security enforcement points. The design must be able to change the VLAN mapping of
the switch port of a user that is already authenticated to the network in the event that the end user device becomes
compromised. 

Which component satisfies this requirement? 

A. certificate server 

B. RADIUS server 

C. Security Director 

D. DHCP server 

Correct Answer: C 
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