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QUESTION 1

You are designing a network management strategy for a new network. The requirements for the 

management of network devices are shown below: 

Administrator passwords must have an expiration date. 

Administrators must be assigned role-specific privileges on each device. 

In this scenario, which statement is true? 

A. Local authentication must be used on each device. 

B. A centralized AAA system must be used for authentication. 

C. All devices must be configured with the same privilege levels. 

D. Each user must have a unique login account. 

Correct Answer: B 

 

QUESTION 2

What should be included in a network design to improve resiliency? 

A. climate control systems 

B. redundant power supplies 

C. out-of-band management 

D. in-band management 

Correct Answer: B 

 

QUESTION 3

When discussing network reliability, what does the term "five nines" mean? 

A. The network is up 99.999% of the time. 

B. The network is up .99999% of the time. 

C. The network is up 9.9999% of the time. 

D. The network is up .09999% of the time. 

Correct Answer: A 
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QUESTION 4

What is a feature provided by devices in the WAN aggregation site of a large enterprise WAN deployment? 

A. Internet gateway 

B. MACsec 

C. power redundancy 

D. DHCP 

Correct Answer: A 

 

QUESTION 5

Which three steps are part of business continuity planning? (Choose three.) 

A. Assess the risks. 

B. Know your staff. 

C. Know your network. 

D. Understand your tools. 

E. Test the plan. 

Correct Answer: ABC 
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