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QUESTION 1

Acme Corp has selectively outsourced proprietary business processes to ABC Services. Due to some technical issues,
ABC services wants to send some of Acme Corp\\'s debug data to a third party vendor for problem resolution. Which of
the following MUST be considered prior to sending data to a third party? 

A. The data should be encrypted prior to transport 

B. This would not constitute unauthorized data sharing 

C. This may violate data ownership and non-disclosure agreements 

D. Acme Corp should send the data to ABC Services\\' vendor instead 

Correct Answer: C 

With sending your data to a third party is already a risk since the third party may have a different policy than yours. Data
ownership and non-disclosure is already a risk that you will have to accept since the data will be sent for debugging /
troubleshooting purposes which will result in definite disclosure of the data. 

Incorrect Answers: 

A: Encrypting the data prior to transport will not negate the fact that the third party needs to send debug data to a third
party for troubleshooting purposes. 

B: The question mentions that the company has outsources proprietary business processes which means it is
authorized data sharing in this case since the data is being sent to the third party for troubleshooting purposes. 

D: ABC\\'s vendor does not have the agreement with Acme Corp since it is an Acme Corp proprietary business
process. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
419-420 

 

QUESTION 2

A vulnerability assessment indicates that a router can be accessed from default port 80 and default port 22. Which of
the following should be executed on the router to prevent access via these ports? (Select TWO). 

A. FTP service should be disabled 

B. HTTPS service should be disabled 

C. SSH service should be disabled 

D. HTTP service should disabled 

E. Telnet service should be disabled 

Correct Answer: CD 
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Port 80 is used by HTTP. Port 22 is used by SSH. By disabling the HTTP and Telnet services, you will prevent access
to the router on ports 80 and 22. 

Incorrect Answers: 

A: FTP uses ports 20 and 21. Disabling this service will not prevent access to the router on ports 80 or 22. Therefore,
this answer is incorrect. 

B: HTTPS uses port 443. Disabling this service will not prevent access to the router on ports 80 or 22. Therefore, this
answer is incorrect. 

E: Telnet uses port 23. Disabling this service will not prevent access to the router on ports 80 or 

22. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 3

HOTSPOT 

For each of the given items, select the appropriate authentication category from the dropdown choices. 

Instructions: When you have completed the simulation, please select the Done button to submit. 

Hot Area: 

Hot Area: 
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Correct Answer: 
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References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 282, 285. 

http://en.wikipedia.org/wiki/Password_authentication_protocol#Working_cycle
http://en.wikipedia.org/wiki/Smart_card#Security 

 

QUESTION 4

Which of the following BEST describes the weakness in WEP encryption? 

A. The initialization vector of WEP uses a crack-able RC4 encryption algorithm. Once enough packets are captured an
XOR operation can be performed and the asymmetric keys can be derived. 

B. The WEP key is stored in plain text and split in portions across 224 packets of random data. Once enough packets
are sniffed the IV portion of the packets can be removed leaving the plain text key. 

C. The WEP key has a weak MD4 hashing algorithm used. A simple rainbow table can be used to generate key
possibilities due to MD4 collisions. 

D. The WEP key is stored with a very small pool of random numbers to make the cipher text. As the random numbers
are often reused it becomes easy to derive the remaining WEP key. 

Correct Answer: D 

WEP is based on RC4, but due to errors in design and implementation, WEP is weak in a number of areas, two of which
are the use of a static common key and poor implementation of initiation vectors (IVs). When the WEP key is
discovered, the attacker can join the network and then listen in on all other wireless client communications. 

Incorrect Answers: 

A: RC4 itself is not crack-able, but the IV that is crack-able. 

B: The initialization vector (IV) that WEP uses for encryption is 24-bit and IVs are reused with the same key. By
examining the repeating result, it is easy for intruders to crack the WEP secret key, known as an IV attack. 

C: WEP does not use the MD4 hashing algorithm, but RC4. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p
189. 

 

QUESTION 5

A forensic analyst is reviewing electronic evidence after a robbery. Security cameras installed at the site were facing the
wrong direction to capture the incident. The analyst ensures the cameras are turned to face the proper direction. Which
of the following types of controls is being used? 

A. Detective 

B. Deterrent 
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C. Corrective 

D. Preventive 

Correct Answer: C 

A corrective control would be any corrective action taken to correct any existing control that were faulty or wrongly
installed as in this case the cameras were already there, it just had to be adjusted to perform its function as intended. 

Incorrect Answers: 

A: A detective control is used to uncover a violation and only becomes relevant when preventive control has failed. 

B: A deterrent control would be anything that is intended to warn a would be attacker that they should not attack, like a
warning that they may be prosecuted in the shape of a banner. 

D: A preventive control would be to stop something from happening like a locked door or user training on potential
harm. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 384 
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