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QUESTION 1

Signed digital certificates used to secure communication with a web server are MOST commonly associated with which
of the following ports? 

A. 25 

B. 53 

C. 143 

D. 443 

Correct Answer: D 

 

QUESTION 2

The Chief Security Officer (CSO) is concerned about misuse of company assets and wishes to determine who may be
responsible. Which of the following would be the BEST course of action? 

A. Create a single, shared user account for every system that is audited and logged based upon time of use. 

B. Implement a single sign-on application on equipment with sensitive data and high-profile shares. 

C. Enact a policy that employees must use their vacation time in a staggered schedule. 

D. Separate employees into teams led by a person who acts as a single point of contact for observation purposes. 

Correct Answer: C 

A policy that states employees should use their vacation time in a staggered schedule is a way of employing mandatory
vacations. A mandatory vacation policy requires all users to take time away from work while others step in and do the
work of that employee on vacation. This will afford the CSO the opportunity to see who is using the company assets
responsibly and who is abusing it. 

Incorrect Answers: 

A: A single shared user account for every system will not single out any one who might be the guilty party. You need to
see and audit individual accounts to single out the guilty party. 

B: Single sign is about having a single / one only password for all resources on a given network which will make singling
out a guilty party problematic. 

D: Separating and organizing employees into teams makes singling out a single guilty party problematic. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 25 

 

QUESTION 3
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Which of the following security concepts identifies input variables which are then used to perform boundary testing? 

A. Application baseline 

B. Application hardening 

C. Secure coding 

D. Fuzzing 

Correct Answer: D 

Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks. 

Incorrect Answers: 

A: An application baseline defines the level of security that will be implemented and maintained for the application. A low
baseline implements almost no security while a high baseline does not allow users to make changes to the application. 

B: Application Hardening is the process of securing a system by reducing its surface of vulnerability. Reducing the
surface of vulnerability typically includes removing unnecessary functions and features, removing unnecessary
usernames or logins and disabling unnecessary services. 

C: Proper and secure coding can prevent many attacks, including cross-site scripting, SQL injection and buffer
overflows. 

References: http://en.wikipedia.org/wiki/Fuzz_testing Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study
Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 218-219, 226 Stewart, James Michael, CompTIA Security+ Review
Guide, Sybex, Indianapolis, 2014, p 229 

 

QUESTION 4

Which of the following is a control that allows a mobile application to access and manipulate information which should
only be available by another application on the same mobile device (e.g. a music application posting the name of the
current song playing on the device on a social media site)? 

A. Co-hosted application 

B. Transitive trust 

C. Mutually exclusive access 

D. Dual authentication 

Correct Answer: B 

 

QUESTION 5

A network administrator wants to block both DNS requests and zone transfers coming from outside IP addresses. The
company uses a firewall which implements an implicit allow and is currently configured with the following ACL applied to
its external interface. 
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PERMIT TCP ANY ANY 80 PERMIT TCP ANY ANY 443 

Which of the following rules would accomplish this task? (Select TWO). 

A. Change the firewall default settings so that it implements an implicit deny 

B. Apply the current ACL to all interfaces of the firewall 

C. Remove the current ACL 

D. Add the following ACL at the top of the current ACL DENY TCP ANY ANY 53 

E. Add the following ACL at the bottom of the current ACL DENY ICMP ANY ANY 53 

F. Add the following ACL at the bottom of the current ACL DENY IP ANY ANY 53 

Correct Answer: AF 

Implicit deny is the default security stance that says if you aren\\'t specifically granted access or privileges for a
resource, you\\'re denied access by default. Implicit deny is the default response when an explicit allow or deny isn\\'t
present. 

DNS operates over TCP and UDP port 53. TCP port 53 is used for zone transfers. These are zone file exchanges
between DNS servers, special manual queries, or used when a response exceeds 512 bytes. UDP port 53 is used for
most typical DNS queries. 

Incorrect Answers: 

B: Applying the current ACL to all interfaces of the firewall, and adding a deny clause will also prevent internal users
from performing the actions included in the deny clause. 

C: Removing the current ACL will block web traffic coming in. 

D: An implicit deny clause is implied at the end of each ACL. 

E: ICMP is a network health and link-testing protocol, and is not related to the question. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 26, 44. 
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